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by Chief Warrant Officer 2 Jon Delima
and Chief Warrant Officer 2 Matt Olrogg

The listing of products and services in this article does not imply any
endorsement by the U.S. Army, the U.S. Army Intelligence Center of
Excellence, or any U.S. government agency.

Introduction

Rapidly evolving information technology exacerbates com-
manders’ uncertainty while they prepare for large-scale com-
bat operations. Data overload is now pervasive as the Army
has shifted its operating concept from unified land operations
to multidomain operations. Intelligence professionals across
all echelons must extrapolate a staggering amount of data
from operational environments consisting of five domains
(land, maritime, air, space, and cyberspace) and three di-
mensions (physical, information, and human). Despite this
vast amount of data, the task for intelligence professionals
remains unchanged: they must strive to understand and vi-
sualize the operational environment, regardless of the reqg-
uisite data literacy skills.

The requirement to keep pace with ever-changing technol-
ogy has resulted in a skills gap that degrades organizations’
abilities to conduct analysis sucessfully.! Incorporating data
literacy into organizational culture and operational training can
minimize the gap for both Soldiers and analysts. Advancements
in technology continue to bring new capabilities and materiel
solutions for tackling data, but Soldiers require foundational
knowledge to employ these tools appropriately and to their
full potential.

In early 2022, the 1 Brigade Combat Team (BCT), 10%
Mountain Division (Light Infantry) deployed to support
Combined Joint Task Force—Operation Inherent Resolve.
Although the brigade intelligence support element (BISE) was
trained in the doctrine and concepts for near-peer threats
and traditional counterinsurgency, the BISE analysts were
not prepared to sift efficiently through the vast amounts of
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data involving multiple state and non-state actors that com-
prised the adversaries operating in Central Command’s area
of responsibility.

Big data—“data that contains greater variety, arriving in in-
creasing volumes and with more velocity”?—has continued
to outpace analysts’ ability to ingest information in a modern
conflict. Further complicating matters, the BCT was dispersed
across four countries, with units using various command and
control systems and transport platforms. The BCT, therefore,
needed a digital system common to all warfighting functions
that was easy to learn and simple to deploy, while simulta-
neously allowing users to ingest and understand the vast
amount of data that drives decision making. One specific area
that captures the scope of the challenge is data visualization,
which is critical for developing and managing a robust com-
mon intelligence picture and common operational picture.

In late 2021, anticipating the complex data environment,
the BCT employed personnel and equipment to start a rapid
training cycle focused on near-peer, large-scale combat oper-
ations. The BCT’s intelligence structure and task organization
led to strained command relationships and communications
challenges between the BISE and the brigade’s military intel-
ligence (MIl) company. Integrating the BISE’s geospatial engi-
neers and the MI company’s geospatial intelligence (GEOINT)
imagery analysts into one comprehensive GEOINT cell helped
mitigate these challenges. The BCT’s geospatial engineering
technician managed the GEOINT cell’s training and personnel
development. The simultaneous training of engineers and
analysts resulted in a successful Military Intelligence Training
Strategy progression that prepared the Soldiers for deploy-
ment. This training structure also exposed the BISE to the
National Geospatial-Intelligence Agency’s Odyssey Program.?
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The Odyssey Program: Portal for ArcGIS

The Odyssey Program rapidly delivers GEOINT technology
and capabilities to disadvantaged and disconnected users.
One of the Odyssey Program’s many software applications
is Portal for ArcGIS (commonly known as Portal).* Although
Portal is designed specifically for geospatial data, there were
clear opportunities to use its data visualization suite across
all the BCT’s warfighting functions. This enabled the com-
mander to make data-driven decisions. Portal for ArcGIS
allowed users to—

4 Manipulate and visualize geospatial data.

4 Create and share maps and applications across the
enterprise, providing subordinate staff with an added
toolkit to understand, visualize, and describe the op-
erational environment.

4 Disseminate data and increase continuity during unit
transitions and rotations (attributable to Portal’s gen-
eral user interface and cloud-based infrastructure).

4 Access data stored on Portal’s databases from any
enclave.

Supporting the Intelligence Warfighting Function. Portal ef-
fectively supported the brigade’s ability to create a common
intelligence picture and provide a dissemination service. The
BISE developed and maintained all-source intelligence and
GEOINT dashboards. The following paragraphs detail how the
BISE used Portal in support of each of the four intelligence
warfighting function tasks, which are described in FM 2-0,
Intelligence.

Provide Intelligence Support to Force Generation.® Portal was
critical to establishing an intelligence architecture by enabling
intelligence reach through rapid dissemination, establishing
and maintaining access for users in assigned groups, and acting
as the primary intelligence database for analytic production.

Provide Support to Situational Understanding.® Portal dash-
boards were essential to performing situation development
by providing current intelligence through significant activity
roll-ups, providing threat locations by geospatially depicting
the ground order of battle, and developing indicators of threat
intentions through data-driven trend analysis.

Conduct Information Collection.” Portal dashboards were vital
to collection management, serving as the primary location to
host all collection management tools. Internal and external
organizations could easily access daily information collection
synchronization matrices, information collection overlays,
feature classes in named areas of interest, end-of-mission
products, and imagery interpretation reports.

Provide Intelligence Support to Targeting.® Portal was crucial
to providing intelligence support to targeting, directly support-
ing the fires, public affairs, and cyberspace electromagnetic
activities (CEMA) sections. Portal provided a single repository
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of structured intelligence data that allowed these sections
to query and conduct further analysis to support targeting
operations for lethal and nonlethal effects.

Supporting Other Warfighting Functions. Other warfighting
functions within the BCT utilized Portal in a way comparable
to that of the intelligence enterprise. Sections were tasked
with maintaining running estimates on individual dashboards
as an alternative to traditional, unstructured methods and
products. Dynamic running estimates provided the brigade
commander with transparency and continuous updates with-
out necessarily relying on scheduled battle update briefs
or synchronization meetings. Portal served as the primary
means of command and control and provided a single system
where all warfighting functions could effectively integrate
across echelons.

Movement and Maneuver. The operations section maintained
a dashboard that projected friendly forces and displayed
future operations. Additionally, the operations dashboard
hosted the concept of operations products, significant event
storyboards, and operation orders, which adjacent, subordi-
nate, and higher echelons could access.

Fires. The fires section maintained a dashboard that visual-
ized the location, readiness status, and range of critical fires
support systems throughout the area of operations. Pre-
approved contingency target locations were also depicted
on the dashboard, which assisted in deconflicting operations
with internal and external organizations.

Sustainment. The sustainment section developed three dis-
tinct dashboards containing logistics, resource management,
and medical operations estimates. The logistics dashboard
detailed the locations of all sustainment nodes in the the-
ater, the status of ground lines of communication, and the
maintenance readiness statuses of critical assets. Resource
management tracked each subordinate unit’s expenditures
and current operational needs statements funded or pro-
cessed. Medical operations depicted all medical facilities
categorized by roles, medical evacuation air asset locations,
and disease and non-battle injury trend analysis based on
geographic location.

Protection. The protection section established three dash-
boards, providing estimates of the brigade’s engineer, CEMA
section, and air and missile defense cell. The engineer dash-
board displayed completed, ongoing, and future projects.
The CEMA section used its dashboard to depict electromag-
netic warfare equipment’s readiness status and geographi-
cally display electromagnetic interference densities. The air
and missile defense cell visualized the location, readiness
status, and range of critical counter-unmanned aircraft sys-
tems throughout the area of operations. Additionally, the
air and missile defense cell’s dashboard hosted the brigade’s
counter-unmanned aircraft systems battle drills and tactics,
techniques, and procedures, providing an accessible repository
for all outstations and their base defense operations centers.
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Operational Impact
When asked how the single common digital system im-
pacted operations, COL Brian Ducote, Commander, 1% Brigade
Combat Team, 10" Mountain Division (Light Infantry) stated:
By employing Portal's digital dashboards, our organization
fundamentally transformed how we effectively visualized, de-
scribed, and directed operations. Each warfighting function’s
digital running estimates were maintained on Portal, allowing
primary staff officers to tailor a variety of data sources and dis-
play what was important in @ manner that best resonated with
end users. The level of ownership, accuracy, and relevancy of
the information drastically increased through this methodology
[and] greatly enabled my decisions. As opposed to outdated
and redundant information on an antiquated slide, everyone
had immediate, real-time access to updated and relevant in-
formation. Maintaining this information in one central location
enhanced our ability to collect, create, and maintain information
to improve our situational understanding of a complex area of
operation. Insights gained from the staff's dashboards enabled
quick, data-driven decisions, increased candid communication,
and resulted in a more synchronized staff.

Data Literacy

Using a singular digital platform that can process data and
comprehensively encompass all warfighting functions can
enhance the Army’s ability to generate and apply combat
power within an ever-evolving operational environment.
However, adopting a data processing platform or application
must accompany the foundational knowledge of data skills.
Implementing data skills training in the institutional domain
will take time. In the operational domain, however, units can
begin exposing and training their Soldiers to use data effec-
tively by focusing on data literacy.

The most common definition of data literacy is “the abil-
ity to read, work with, analyze, and argue with data.”® In his
book, Be Data Literate, Jordan Morrow proposes changing
argue with data to communicate with data.™ Intelligence pro-
fessionals at all echelons can certainly argue analytic assess-
ments using recognized terms of likelihood. Communicating
with data, however, can be an effective method of showing
your work when explaining why an assessment has changed
from likely to most likely. Communicating with data can ulti-
mately give analysts and their commanders more confidence
in making data-driven decisions.

Jordan Morrow describes four levels of analytics (see fig-
ure below):

4 Descriptive.
4+ Diagnostic.
4+ Predictive.
4 Prescriptive.

Intelligence sections at all echelons perform these four ana-
lytic functions. FM 2-0, and ATP 2-33.4, Intelligence Analysis,
describe similar principles to Morrow’s ideas.™

Descriptive. “Descriptive analytics is the building of reports,
dashboards, and observations that help an organization know
what has happened...or what is currently happening.”*?Much
of an intelligence section’s work falls within this level of
analytics. Intelligence summaries, running estimates, and
storyboards all contribute to intelligence warfighting task 2.2,
Provide Support to Situational Understanding.?

DESCRIPTIVE
ANALYTICS

Describe what has
happened to provide
an easily under-
stood roadmap for
how we got here
through gathered
data.

DIAGNOSTIC
ANALYTICS
Delve deeper to
help an organization
know why some-
thing has happened
and respond to
anomalies in data.
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PREDICTIVE
ANALYTICS
The process of using

past patterns and PRESCRIPTIVE

trends to predict HANMYTWE

future outcomes. ow to take
advantage of future

outcomes that have

been predicted and
recommend the
optimal strateg
moving forward.

Four Levels of Analytics.
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Diagnostic. “Diagnostic analytics is getting the insight in the
data, learning the drivers, and why things happened.”** For
military intelligence porfessionals, Morrow’s diagnostic ana-
lytics are similar to critical factors analysis, which ATP 2-33.4
describes as a framework to help analysts identify threat
critical capabilities, threat critical requirements, and threat
critical vulnerabilities along with aiding in identifying threat
centers of gravity. This framework helps define why the threat
operates a certain way and supports recognizing windows of
opportunity and threat vulnerabilities.*®

Predictive. Morrow’s idea of predictive analysis is synon-
ymous with that found in Army military intelligence. Still,
Morrow goes further and identifies one common trend within
military intelligence organizations: analysts are often stuck
at descriptive analysis and never get to a predictive level.?’
Analysts frequently spend a good amount of time creating
a visually appealing product and only contribute one to two
sentences of predictive analysis.

Prescriptive. “Prescriptive analytics is where the technology
itself is telling the organization what to do.”*® With the arrival
of artificial intelligence and machine learning technologies, the
Army is trending toward fielding programs that are prescrip-
tive solutions. While algorithms can certainly aid the analytic
effort, intelligence analysts will still need a solid foundation
in all levels of analytics to assess our machine counterparts’
efforts critically.*®

Becoming data literate without confusing one’s audience
with technical jargon is difficult. The issue calls for a deep un-
derstanding of current doctrine and policy. Future revisions
should embrace the common language used in the larger
data community and the ever-evolving technology. Applying
academic data literacy concepts to doctrine and training will
decrease the data skills gap and help the intelligence commu-
nity and the Army stay on top of modern problems such as big
data. For the intelligence community, familiarizing analysts
with these concepts can help build solid foundations for an-
alytic production. Basic analytic techniques, such as sorting
and building chronologies, are the cornerstones that drive
prescriptive analysis. Advanced analytic techniques, such as
high-impact, low-probability analysis and red hat/red team
analysis, can help generate predictive analysis and develop
more robust likely courses of action.

Conclusion

FM 3-0, Operations, states, “Knowledge of the operational
environment is the precursor to effective action.... Information
collected from multiple sources and analyzed becomes intelli-
gence that answers commanders’ intelligence requirements.”?
With the advent of big data, the modern warfighter will need
to expand their technical abilities to ingest and analyze data.
The internet of things concept, described as “the collective
network of connected devices and the technology that fa-
cilitates communication between devices and the cloud, as
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well as between the devices themselves,”?* will apply in modern
conflicts fought with developing technologies. To maintain the
tactical advantage, Soldiers must increase their data skills and
leverage those skills in complex and dispersed battlespaces.*
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Introduction

Training U.S. Army military intelligence (Ml) Soldiers is criti-
cal to national security. In our complex, unpredictable, and
interconnected world, the role of intelligence Soldiers has
never been more crucial. Amid the evolving landscape of
military operations, however, and in an era where budgetary
constraints, resource limitations, and limited realistic environ-
ments are a constant concern, challenges abound in pursuing
excellence in Ml training. Integrating MI mission-essential
task training with the opposing force (OPFOR) during combat
training center rotations is an innovative and holistic solution
to these challenges.

Historically, intelligence training has often lacked sufficient
resources to prepare Soldiers adequately for the complexities
of the modern battlefield. Constraints on the level of realism
that can be achieved and the physical size of the replicated
operational environment limit the effectiveness of any pur-
pose-built training setting.

Scripted scenarios are the primary method of executing Ml
training. However, accessing or developing realistic training
scenarios is only sometimes possible within a unit’s organic
capability, and developing these scenarios across all collection
and analysis disciplines is time-consuming. Organizations such
as the Army Foundry Intelligence Training Program offer some
relief from this burden via a catalog of off-the-shelf scenarios.

The effectiveness of any of these training scenarios depends
on the script’s realism. Ideally, scenario developers must
have some expertise in the warfighting functions to create an
environment that realistically immerses Soldiers in the com-
plexities of military operations. However, it is not feasible for
scenario developers to be experts in all warfighting functions
and have the breadth of experience to generate scripts that
effectively replicate these complexities. Additionally, once
executed, a scenario’s iterative training events become less
effective because Soldiers gain knowledge of the environ-
ment, actors, and storyline progression. This necessitates
the development of multiple scenarios.
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As a supplement to scripted scenarios, combat training
centers offer a unique opportunity for Ml training. Combat
training centers already have the resources, realistic environ-
ments, and immersive training experiences to replicate con-
vincing scenarios. During combat training center rotations,
rotational training units execute the operations process, cre-
ate and disseminate orders, and provide personnel, weapons,
and equipment to support their identified training objectives.

Through integration with the OPFOR, Ml Soldiers capital-
ize on the subject matter expertise of a rotational training
unit’s planning and execution of operations as the scenario
in which they will train, thus replicating the realism neces-
sary for effective training. This reduces the time requirement
for external scenario development to zero while leveraging
existing training resources. An excellent illustration of this
approach is the recent integration of a human intelligence
(HUMINT) element with the OPFOR during exercise Saber
Junction 2023 at the Joint Multinational Readiness Center
(JMRC) in Hohenfels, Germany.

A Case Study

To assess the effectiveness of integrating Ml Soldiers with
the OPFOR, we invited a HUMINT platoon to participate as
the OPFOR HUMINT during the Saber Junction 2023 exercise.
The OPFOR HUMINT comprised an operational management
team, which included one human intelligence collection tech-
nician and one intelligence officer, plus a HUMINT collection
team composed of one noncommissioned officer and two
junior enlisted human intelligence collectors. The primary
training objective of the OPFOR HUMINT was to complete
the Ml Training Strategy (MITS) for the brigade combat team
tier 3 crew certification. The training tasks focused on in-
terrogation operations and friendly force debriefings.! The
JMRC exercise procedures allow for the capture of rotational
training unit personnel as enemy prisoners of war (EPWs)
along with their associated equipment. When captured, the
OPFOR holds EPWs at a replicated prisoner-of-war camp for
24 hours. Captured equipment may be retained until the end
of the exercise if it is determined to have exploitation value.?

Military Intelligence



ARTEP to Replace MITS

The Army is re-establishing the Army Training and Evaluation
Program (ARTEP) for the operational domain and developing
Mission Training Plans (MTPs). ARTEP MTPs focus training
units, at echelon, on their mission essential tasks. MTPs are
descriptive training products that provide battalions, companies,
and platoons a hierarchy of collective training tasks showing
leaders what training is needed to achieve mission essential task
proficiency. The products will also provide guidance on how to
plan, prioritize, and conduct unit training.

Throughout the exercise, the OPFOR HUMINT conducted
a range of EPW tasks using the captured rotational training
unit personnel, their documents, and their equipment. These
tasks included screening, interrogation, intelligence report
writing, technical report writing, and basic document and
media exploitation. The OPFOR HUMINT also conducted
friendly force debriefings with the organic OPFOR personnel.

During the exercise, the OPFOR captured 28 rotational
training unit Soldiers ranging in rank from private first class
to first lieutenant, incorporating at least 10 military occupa-
tional specialties (MOSs), as EPWs. The OPFOR seized various
vehicles, communications systems, and paper documents
associated with the multiple capturing events. Due to time
and personnel constraints, the OPFOR HUMINT conducted 10
interrogations of the possible 28. The OPFOR HUMINT also
conducted 5 friendly force debriefings of OPFOR personnel
and wrote 6 spot reports (SPOTREPs), 7 intelligence informa-
tion reports (lIRs), and 10 summary interrogation reports.

Realism for the Opposing Force

The most valuable insight gathered from this training event
was heightened realism. This realism took many forms, in-
cluding integration with a higher headquarters operational
structure, critical thinking for interrogation approach strat-
egies, non-role player EPWs, and the quality
and availability of exploitable documents and
equipment.

The OPFOR personnel integrated the HUMINT
team into all aspects of their operational infra-
structure and operations. The OPFOR commander
intentionally incorporated the OPFOR HUMINT into
all battle rhythm events, including all staff briefings
and rehearsals. This exposed the OPFOR HUMINT
personnel to the operations process, a training fea-
ture usually ignored in scripted scenarios. This was
particularly educational for the younger members
of the OPFOR HUMINT as, traditionally, scripted sce-
narios do not consider the organizational structure
of a unit’s forces.

Maria Tsukino)

Immediately following EPW screening after cap-
ture events, the OPFOR HUMINT and the OPFOR
operations staff conducted ad hoc meetings. These
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meetings allowed the OPFOR HUMINT to immediatley identify
the OPFOR commander’s most current information needs,
which influenced the development of the interrogation strat-
egy. Participation in rehearsals allowed the OPFOR HUMINT
to develop tailored questioning plans for future friendly force
debriefings.

There is an unavoidable element of gaming when conduct-
ing this type of training in conjunction with OPFOR integra-
tion. The JMRC exercise procedures impose some restrictions
on operational methodology that would not otherwise be
present during combat operations. Exercise procedures are
briefed to rotational training units and are available for ref-
erence throughout the exercise. The most acute constraint
is the 24-hour time limit imposed on EPW capture.? Because
this time limit is known to the rotational training unit, the
OPFOR HUMINT was limited in the number of iterative in-
terrogations and their execution of interrogation approach
strategies available to gain EPW cooperation. To overcome
this, the OPFOR HUMINT had to think more critically about
approach strategies to reduce gaming of the exercise.

The OPFOR HUMINT Soldiers described diverting from the
traditional “easy button” approach strategies usually at-
tempted during scripted training events. This process, which
was primarily abandoned, combined the love of family and
the futility approaches—a common strategy wherein an in-
terrogator implies that the EPW’s cooperation with the in-
terrogator will facilitate a quicker resolution of conflict and
hasten their return home.* As the exercise progressed, the
OPFOR HUMINT was forced to devise approach strategies
that focused more on the EPWs. One method included a
combination of a hate of comrades approach, which focused
on perceived low morale traceable to leadership, and a pride
and ego-up approach centered on actions the EPW would

Soldiers from the Human Intelligence Platoon, Delta Company, 54" Brigade Engineer Battalion, 173
Infantry Brigade Combat Team (Airborne), wearing the black uniforms and augmenting the opposing
forces, interrogate a captured 2™ Cavalry Regiment Soldier during Exercise Saber Junction 2023 at the
Joint Multinational Readiness Center, Hohenfels, Germany, September 2023. (U.S. Army photo by SGT



A convoy of U.S. Army Soldiers, playing the role of opposition forces, roll
through a training village with various armored vehicles during Saber Junction
23 at the Joint Multinational Readiness Center near Hohenfels, Germany, Sept.
13, 2023. (U.S. Army photo)

have undertaken to prevent capture and
successfully execute their mission.®

Unlike scripted HUMINT training, the
EPWs were not role-players during this
training event. The knowledge of any in-
dividual EPW was directly associated with
their rank, MOS, experience level, and
duty position. The EPWs understanding
of the rotational training unit’s opera-
tions and the quality of information they
received from respective headquarters or
commanders also affected their knowl-
edge level. The OPFOR HUMINT noted
that the type of information these EPWs
possessed was different from that experienced training with
scripted role players. This reflects a need for scripted EPWs
to have increased knowledge of future operational activities,
technical equipment specifications, operational tactics, and
operations intentions.

Because the EPWs were subject matter experts in their
fields, the availability of detailed follow-up information far
exceeded any scripted role. This was both an advantage and
a disadvantage. Data collected through follow-up questions
provided nuanced and specific information required by the
OPFOR. It also allowed the interrogator to lose time pursu-
ing immaterial information. However, the OPFOR HUMINT
indicated the utility of the follow-up questioning for rapport
building.

In scripted scenarios, captured documents and equipment
are rare additions to HUMINT roles. The quantity and availabil-
ity of captured documents and equipment in this unscripted
environment, however, provided an added layer of realism
for the OPFOR HUMINT, who used these seized items as con-
trol measures to identify truthfulness and accuracy, validate
analytical assessments, and provide additional actionable
intelligence. In at least one instance, the OPFOR HUMINT
conducted part of an interrogation inside a captured vehicle
using the Joint Battle Command-Platform’s blue force tracking
capability as the centerpiece of the collection effort.

Utility to the Opposing Force

At JMRC, the OPFOR is a battalion-sized element replicat-
ing a brigade-sized enemy. The JMRC OPFOR has a minimal
number of personnel composing their intelligence warfight-
ing function, consisting of reconnaissance Soldiers, electronic
warfare, virtual-only unmanned aircraft systems, and intel-
ligence analysts. The OPFOR has no permanently assigned
Soldiers with Ml collection MOSs.

The integration of the OPFOR HUMINT significantly increased
the OPFOR’s warfighting capability, which enhanced the OPFOR
Soldiers’ training objectives. Typically, the five permanently
assigned all-source intelligence analysts process and exploit
the OPFOR-captured personnel and equipment. These ana-
lysts conduct tactical questioning of EPWs and screen cap-
tured documents and equipment on a time-available basis,
which has limited success. Incorporating the OPFOR HUMINT
alleviated these requirements, allowing the all-source intelli-
gence analysts to focus on analytical assessments. The OPFOR
HUMINT’s SPOTREPs and IIRs led the OPFOR all-source in-
telligence analysts to practice fusing single-source HUMINT
streams into their analytical assessments. Additionally, the
OPFOR HUMINT provided an extra workforce to screen and
process captured enemy documents and equipment, which
led to more analytically robust evaluations.

The OPFOR used information gleaned from SPOTREPs, IIRs,
and exploitation of captured documents and equipment
in several ways. Future intentions confirmed analytical as-
sessments, allowing modification of maneuver operations.
Disposition information tipped and cued follow-on opera-
tions, including reconnaissance and fires. Interestingly, dis-
cussions between the OPFOR staff and the OPFOR HUMINT
compelled the OPFOR leadership to reevaluate intelligence
priorities and reexamine their targeting strategy.

Logistics and Finance

The OPFOR integration proved to be a highly cost-effective
method of training. The only training costs for the HUMINT
Soldiers were the temporary duty expenses covering trans-
portation to JMRC and meals and incidentals. The total cost
to the government for the entire team was approximately
$6000. The HUMINT platoon integrated with the OPFOR and
provided their own specialized equipment, which only in-
cluded government computers with the essential operational
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document templates needed for intelligence reporting. The
OPFOR provided a workspace for report writing, an area for
conducting interrogations, maps, radios, and the OPFOR
uniforms. The JMRC provided billeting for the duration of
the exercise.

Opposing Force Augmentation as a Vehicle for
MI Training Strategy Certification

The integration of OPFOR elements to achieve MITS certifi-
cation posed several challenges that highlight the need for a
more creative approach to the evaluation process. While the
OPFOR HUMINT did achieve tier 3 MITS certification through
this training event, this strategy has significant drawbacks.
Although well-defined, the conventional performance step-
based standards model used for MITS evaluation may align
differently with the spontaneous and ever-changing scenar-
ios encountered at a combat training center. For example,
assessing the “Conduct Map Tracking” performance step
depended on specific conditions, such as the EPW'’s coop-
eration and knowledge of unit dispositions, which may not
occur during an exercise.® Furthermore, procedural lapses by
the OPFOR personnel—for example, not creating adequate
capture tags or not documenting the chain of custody for
enemy materials beyond the JMRC exercise requirements—
hindered the evaluation process, particularly regarding the
“Initial Examination of Records and Materials” step.’

The presence of MITS evaluators had unintended conse-
qguences during interrogations. Instead of focusing solely on
extracting intelligence based on the EPW'’s cooperation, knowl-
edge, and attitude, the interrogators were preoccupied with
adhering to the MITS performance step criteria. One OPFOR
HUMINT Soldier likened this disruption to “trying to qualify
on your weapon in the middle of a firefight.”

Moreover, the presence of MITS evaluators led to confusion
among the EPWs, with some mistaking them for the JMRC
observer, coach, and trainers responsible for assessing ad-
herence to the code of conduct within the rotational train-
ing unit. This misunderstanding likely influenced the EPWs’
behavior during interrogations, which diverged from their
expected participation had the MITS evaluators been absent.

Given the limited time available for exercises at a combat
training center, it is improbable that an OPFOR HUMINT ele-
ment could certify on all MITS tables without disrupting the
flow of intelligence collection and the realism of the training
environment. The sheer number of performance steps and
OPFOR HUMINT personnel requiring evaluation would mo-
nopolize the available time, especially considering the dy-
namic and unpredictable nature of OPFOR operations and
the availability of intelligence sources. Therefore, there is a
pressing need to explore alternative evaluation approaches
that balance certification requirements with practical train-
ing and realistic scenarios.
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Conclusion

Conducting Ml training through OPFOR augmentation during
Saber Junction 2023 was a significant success. The simplicity
and cost-effective nature of this training strategy is transferable
to all Ml occupational specialties. This method is scalable to
incorporate individual, crew, or platoon-sized assets. It is in-
finitely modifiable to fit the training needs of Ml Soldiers and
the intelligence augmentation requirements of the OPFOR.
The strategy is easily transferable to other combat training
centers and any training event using a dedicated OPFOR ele-
ment. The JMRC intends to continue Ml augmentation of with
the OPFOR, including electronic warfare, signals intelligence,
unmanned aircraft systems, geospatial intelligence, all-source
intelligence analysis, and subsequent HUMINT teams. M
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From Terminology

Development to Modern Tool
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Introduction

Debriefing is a structured review process commonly used in
the military, healthcare, academic, and even business do-
mains to extract or reveal specific information from individ-
uals based on past events. The debriefing techniques and the
source’s intentions may influence the information collected
by intelligence personnel. Thus, the structure and format of
any debriefing depends on its intended objective.

In considering the military applications of the debriefing
process, we must acknowledge its historical background. In
the early days of World War Il, U.S. Army Brigadier General
and historian Samuel Lynn Atwood Marshall was tasked
with documenting combat events. Reconstructing events
solely from historical data was difficult, so the designated
collector interviewed Soldiers who took part in the battles.
This offered an excellent opportunity to gather critical infor-
mation and assess mission results. After action debriefing
became a standard course of action when the intelligence
gathered from these interviews proved beneficial to future
warfighting strategy.?

Terminology Development

An introduction to debriefing terminology is necessary to
understand its meaning in context with its implementation
goals. This overview offers a broad perspective of the termi-
nology’s development and influence on our understanding of
debriefing techniques. The definitions presented here provide
a general understanding of debriefing terminology and the
recognition of debriefing as an adapted human intelligence
(HUMINT) technique.
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Intelligence-related military literature from the last century
defined debriefing as “questioning of individuals who are
sources of information in a strategic or operational environ-
ment. This is done to obtain usable information in response
to command and national level intelligence needs.”? While
this definition presented the general aim and subject of de-
briefing, it simultaneously raised other considerations for mil-
itary intelligence personnel and compelled a more detailed
description. The definition was supplemented by identifying
debriefing subjects: “The primary categories of sources for
debriefing are military personnel (such as patrols), person-
nel who have been in contact with HN [host nation] person-
nel, business people who may have worked in the areas of
interest (AOls), and foreign personnel such as refugees and
local inhabitants.”?

In a 2005 Directive, the Department of Defense expanded
the debriefing discussion to define debriefing as “the pro-
cess of questioning cooperating human sources to satisfy
intelligence requirements, consistent with applicable law. A
source may or may not be in custody. His or her willingness
to cooperate need not be immediate or constant. The de-
briefer may continue to ask questions until it is clear to the
debriefer that the person is not willing to volunteer informa-
tion or respond to questioning.”* For the first time, a definition
introduced debriefing sources as willing subjects. This was a
breakthrough in the perception of debriefing as an effective
tool for gathering intelligence, as practitioners realized the
importance of cooperation and consent. Subsequently, so-
cio-psychological considerations began to play a vital role in
the conduct of debriefing, which contributed to developing
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specific techniques that strengthened the effectiveness of
debriefing methods. This added a new dimension to the
evolving definition of debriefing, to include the “systematic
questioning of individuals to procure information to answer
specific collection requirements by direct and indirect ques-
tioning techniques.”> Supporting explanations such as “sys-
tematically covering topics and areas with a voluntary source
who consents to a formal interview”® and “the process of
using direct questions to elicit intelligence information from
a cooperative detainee to satisfy intelligence requirements”’
amplified the evolving definition. The military intelligence
community further identified primary source categories such
as friendly forces and civilians, “including refugees, displaced
persons (DPs), third-country nationals, and local inhabitants.”®

Collaboration between the source and the collector is a fun-
damental element of debriefing. It allows decision-makers to
decide whether the source’s personal situation may influence
their willingness to cooperate. “Typically, refugee sources do
not require immediate extraction of intelligence. Later on,
these sources may be willing to contribute information. This
may be due to the personal situation which may include be-
ing in custody or detained.”® The search for suitable and co-
operative sources drove the development of human source
operations activities. From this point, practitioners started
recognizing debriefing as a sophisticated process organized
in a formal, planned manner.

While this approach to information sources improved the
chances of obtaining accurate and required information re-
garding the adversary’s attitude and intentions, it necessitated
employing only trained, educated, and certified personnel.*®
Moreover, the responsibility for developing a positive rela-
tionship with the source and creating a friendly atmosphere
became the collector’s primary responsibility. Collectors had
greater flexibility in scheduling meetings with the source, con-
sidering the time and place of arranged meetings from the
source’s perspective!® to “maximize the quality and quantity
of information obtained.”*?

Because debriefing often gathered information from Soldiers
after missions, it provided opportunities to develop future
courses of action and reduce mistakes. It also allowed prac-
titioners to employ the more positive aspects of their mis-
sions, which became recommendations and standards. This
approach and its benefits carried over into the civilian sphere,
with applications in education, business, and healthcare. From
this perspective, debriefing was perceived as “a discrete mo-
ment in the qualitative data collection process where a re-
search manager sits with a data collector (or data collection
team) to discuss the tenor, flow, and resulting findings from
a recently undertaken data collection activity”*®* and “focused
conversations usually led by a facilitator (‘debriefer’) with
learners (‘debriefees’) that typically occur directly following
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a simulation experience to reflect on aspects of the simula-
tion, exploring and addressing learner’s needs.”**

These definitions appear compatible with military goals
and highlight the importance of the data collection process.
Moreover, immediate action is fundamental to preventing
data collection delays and degraded data quality. Similar to
the military approach, Roxanne Gardner noted in her 2013
paper that “debriefing provides opportunities for exploring
and making sense of what happened during an event or ex-
perience, discussing what went well and identifying what
could be done to change, improve and do differently or better
next time.”* This approach includes the collection process
and data analysis, similar to an after action review. Many
civilian domains are trying to build their debriefing models
by adapting military lessons learned collection techniques;
meanwhile, the military intelligence branch is investigating
tactics and techniques to strengthen the effectiveness of intel-
ligence collection. From this perspective, the collector seeks
knowledge of specific value from the debriefing.

In his 2016 study “The Value of Debriefing,” William M.
Duke proposed two aspects of knowledge: explicit and tacit.
He noted that explicit knowledge includes data that can be
written or stored, while tacit knowledge consists of data
kept in the back of peoples’ minds.'® The availability of tacit
knowledge requires added measures and precautions for its
exploration. Intelligence use involves employing measures
such as an analysis of the approach to the source, cultural
considerations, the mental condition of the source, and the
availability of trained personnel.

NATO influenced the development of the current, more
modern definition of debriefing. As the definition evolved, the
historical record in the Official NATO Terminology Database
introduced debriefing as “the systematic questioning of a
willing individual to obtain information of operational or
intelligence significance.”*” During the NATO terminology
approval process, however, the intelligence community pro-
moted a more modern definition: “In intelligence usage, the
formal and systematic questioning of consenting individuals
by personnel trained in human intelligence in order to gather
information of intelligence value.”*® This rewording empha-
sizes the relevance of the intelligence descriptor and expands
the previous description of debriefing into a formal and sys-
tematic process. In April 2023, this more modern definition
obtained NATO Agreed status.

The Cognitive Debriefing Model

In his 2020 study Human Sources, Managing Confidential
Informants, John Buckley presents a common approach to
debriefing. He proposes a modern debriefing style, presented
in the following tables. The process is broken into 5 stages,
further divided into 22 steps. Each table introduces one of
the five stages; the first column reflects the steps included in
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the stage, and the second column lists a description of activ-
ities and advice to consider for each step. The third column
provides supportive advice adapted to HUMINT from civilian
domains such as education and healthcare.

Stage 1. This stage includes all preparatory activity before
the planned meeting with the source. This stage should focus
on training HUMINT personnel in social competencies that
emphasize adapting to the situation. Collectors’ personality
traits determine their ability to acquire these necessary social
competencies. For example, HUMINT personnel should be

able to correctly interpret the source’s statements and be-
haviors and react with empathy. The ability of collectors to
project an appropriate emotional response significantly im-
pacts the scope of their ongoing relationship with the source.

When it comes to physical barriers, collectors should con-
sider the physical arrangement of the meeting place, such
as their choice of seats, seating arrangements, and adequate
room lighting, as well as other equipment (e.g., furnishings
and décor) conducive to a suitable debriefing climate.

Table 1. Stage 1: Prepare and Plan®®

DESCRIPTION OF
ACTIVITY

O Identify the state of the collector/source
relationship, including the welfare and productivity
perspective.

O Assess the source’s current behavior.

O |dentify unresolved matters from previous meetings.

© Determine options for dealing with identified
problems.

O Decide a future course of action.

RELATIONSHIP
MANAGEMENT

INTELLIGENCE
REQUIREMENT

O Identify the expected information.
'O Develop specific questions for the source.

© Decide what supportive equipment to take for the
meeting.

© Determine meeting expenditures.

© Determine source expenditures.

EQUIPMENT

O Determine how the source will come into physical
contact with the handler.

'O Determine where and how the activity will take
place.

O Identify defensive surveillance involvement.

'O Give the source instructions regarding the time and
place of the meeting.

O Confirm the source clearly understands details
related to the meeting.

OPERATIONAL
PLAN
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ACTIONS AND ADVICE
FOR HUMINT COLLECTORS

O Assess the collector’s expertise and familiarity with conducting
experience-based debriefing activities.”

© Consider factors that can influence engagement in the activity.”

© Study the source by analyzing and learning about their behavior patterns,
level of access, any previous contacts, interests, occupations, etc.”

© Address preliminary considerations adequately so they do not hinder or
prevent the source’s full participation in the debrief, regardless of how well
planned.?

© Consider a source’s developmental needs and characteristics. In keeping
with the tenets of developmentally appropriate practice, collectors must be
aware of and responsive to their sources’ cognitive development, emotional
maturity, and life experiences.2

O Assess your adaptability to the given source.”

O Assess the source’s knowledge and skills relative to the topic.
© Begin with identifying the intended objectives.”
© Think, “What do | need to know to accomplish the mission?"

© Provide access to the instructions and materials needed.”

© Consider the physical characteristics and accessibility of the meeting
space.”

O Devise a coherent, achievable plan with the data available

© Select the specific participatory strategy and plan the activity upon which
the debrief will e based.*

O Create a safe debriefing space. When the source perceives the debriefing
place as physically and emotionally secure, they can feel free to participate
despite facing difficult and unfamiliar challenges.”

O Cultivate a positive climate. A positive environment fosters source
engagement, encourages cooperation and collaboration, and improves
outcomes.™

© Focus on describing models and attributes of exemplary performance,
identifying and elucidating incremental steps that lead to success, and
formulating plans for revising one’s actions during future activity.

O Assess the amount of available time.*

© Write a draft of reflection and discussion that will guide the source through
each debrief phase.”’

O Plan the operation in a detailed, organized manner.

O Break plans down into smaller, shorter-range plans.”
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Stage 2. This stage provides substantial guidance for the col-
lector and concentrates on the first minutes of interaction
with the source. It includes advice for building rapport with
the source, guidance the collector should provide to the
source, and an explanation of what collectors should expect
from the delivered information.

The ability to interact effectively with another person is
critical to productive debriefing. It influences the effective-
ness of initiating and maintaining contact, the success of bi-
lateral negotiations, and the final decision to terminate the
relationship. Making sources aware that they are completely
understood and demonstrating empathy increases the likeli-
hood of building deep trust with the collector.

Table 2. Stage 2: Engagement®

DESCRIPTION OF
ACTIVITY

O Initiate initial physical contact between source and
collector.

O Use effective non-verbal communication.

O Think about the manner of greeting.

© Determine who will do what and say what.

© Determine who will sit where and the impact
space/proximity will have.

O Plan provisioning of refreshments and ambiance.

ENTRANCE

O Be alert from the initial enterance. The primary
concern is when contact begins.

O Think about the source’s immediate security
concerns.

SECURITY

event of a detrimental occurrence.
© Maintain awareness of available time for the
meeting.

© Plan a valid reason for attending the meeting and
provide a rationale for this event.

O Ensure the source has a locked phone.

© Build rapport.

O Build source-centric relations.

O Concentrate on the forthcoming tasks and review
the conversation, if needed.

O Think about the mood of the source judgment.

RELATIONSHIP
AND
WELFARE

~ be obtained.

O Execute the intended course of the debrief,
including different things planned to debate.

O Avoid topics that cause stress to the source, and
postpone if necessary.

AGENDA

O Present a detailed explanation of the interview
process.

O Present an explanation of the Reporting Everything
technigue and its meaning.

O Encourage the source to provide details that lie
within their knowledge.

O Use encouraging phrases.

O lllustrate the depth of expected descriptions (ie,,
peaple, events, things).

© Note non-verbal communication exhibited by the
source.

© Do not pressure the source. If the source feels

pressured to give more complete information, it

could damage their self-esteem. (They may be

tempted to omit the topic or introduce limited

information).

EXPLANATION
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O Focus on factors to regain the source’s safety in the

© Determine what information must, should, and could

ACTIONS AND ADVICE
FOR HUMINT COLLECTORS

© Personal appearance and demeanor are relevant aspects. The source will
also evaluate and judge the collector.”

© Introduce themselves.*

O Be polite.

© Dress appropriately to the source and the location.*

© Investing a few minutes to review the qualities of effective cooperation and
the expectations for participation in the debriefing will help ensure a
positive experience for everyone.”®

© Adapt to different personalities and all types of locations, operational
rhythms, and environments.*

O Tell a credible cover story.’

O Be alert at all times. Constantly assess the value and veracity of informa-
tion, the source’s behavior, and its influence on the security of the
environment where the encounter occurs.®

© Assure the source that the discussion is confidential”

© Tailor the discussion to match the unique parameters or demands of the
activity, objectives, and the developmental needs and attributes of the
source.®

O Meet the goals set for the encounter.”
© Keep the initiative during the encounter, and avoid irritation or anger if the
meeting does not go as expected.?

© Providing the source with basic rules for the debriefing can improve
psychological safety and prevent potential problems.®

© Help the source to develop a rich and detailed, collective understanding of
what happened during the event*-establish a shared mental model*

© Interrogatives such as who, what, when, where, why, and how, also known as
the Five Ws and an H, or as journalists’ questions, provide a simple
framework for generating open-ended discussion prompts.®

© Introduce the debrief by explaining the overall purpose, how it relates to the
objectives and goals of each phase, and how they will be conducted.”
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During this stage, making a positive first impression on the
source is crucial, so the collector should make every effort
to appear trustworthy. This requires a wide range of body
language skills and the ability to control posture and facial
expressions to reflect the source’s expectations. The collector
must adapt to the source by credibly mirroring the source’s
body language and manner of speaking; it is also essential
to recognize how much feedback the source is willing to ac-
cept. Thus, the collector must recognize and interpret the
source’s habit patterns, behaviors, vocabulary, and even their
manner of dress.

In his 2014 Journal of Neuroscience article, psychologist J. B.
Freeman noted that trust in unknown people is determined
subconsciously and instantly based on facial expressions.>®
His research highlights the significance of a collector having a
predisposition to perform tasks related to conversations with
another human. A high level of interpersonal skills gives the
collector a distinct advantage and is based on an awareness
and desire to obtain information from the source.

Self-presentation significantly impacts the effectiveness
and course of a conversation. First impressions determine
the source’s initial attitude toward the collector, and main-
taining the source’s trust guarantees the success of the cho-
sen debriefing strategy. Distrust, however, may cause the
source to withdraw and resort to confabulation out of fear
for their safety.

It is also important for the collector to ensure that the source
tells them everything. The collector should explain the report-
ing everything technique to the source, who should under-
stand that sometimes even trivial information makes sense
and is valuable. Even small pieces of information the source
provides can affect the operational environment.

Stage 3. This stage, which implements socio-psychological
aspects and skills, forms the bulk of the debriefing process.
Here, collectors use specialized techniques and methods to
gather information. The collector should demonstrate con-
scious action to build trust with the source. They should strive
for a situation where the source will enjoy the dialogue and
believe they have made the right choice in speaking with the
collector. The collector should show interest not only in the
content of the conversation but also in the source as a person.

Elicitation, a widely used marketing technique, is a primary
aspect of conducting effective debriefing. It consists of ex-
tracting criteria about the source’s value system and then
redirecting the conversation through skillful guidance and stim-
ulation to a specific area of the collector’s interest. Selection
of the motivational criteria allows the collector to build an
information-gathering strategy based on positive knowledge
gained during the debriefing and negative values the source
manifests. This technique lets the collector keep control of
the situation while paving the way for future conversations.

14

Verbal communication barriers between the collector and
the source carry a risk of failure to achieve the desired result.
Barriers such as incomprehensible linguistic content, prob-
lematic speaking pace, or ambiguous language can present
challenges and may distort events described by the source. By
using the paraphrasing technique—repeating what the source
has just related using different words and phrasing—the col-
lector can confirm that the source’s intentions are consistent
with their feelings and the way of understanding what they
heard. This technique clarifies ambiguous language and con-
firms whether the information obtained is consistent with
the source’s original meaning. Paraphrasing also reassures
the source that the collector is actively listening, encouraging
the source to engage on a deeper level and actively partici-
pate in the conversation.

The collector should speak at a pace that allows the source
to understand what they are saying. Speaking too slowly or
too quickly could disturb the flow of the conversation, nega-
tively affecting not just the conversation itself but the quality
of the relationship bet<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>