Pre-Publication Operations Security Review
(AR 530-1, Operations Security)

Instructions

The purpose of an OPSEC Review is to evaluate government information to determine if it can be designated for unclassified
and unlimited (public domain) distribution. The review also ensures protection of government information, which for
operational, legal, or security reasons is considered sensitive or critical information that should not be released to the public.

OPSEC Review Steps:

1. Author prepares information for release. This can include but is not limited to photos, graphics, tables, and citations.

2. One or more subject matter experts reviews the prepared manuscript for technical accuracy. This can include the author
provided they qualify as a subject matter expert.

3. Government supervisor or commander reviews and approves the manuscript. Reviewer cannot be the author.

4. Government contracting officer reviews the manuscript if contractor or proprietary information is involved.

5. Legal office reviews the manuscript if contractor or proprietary information is involved.

6. S-2/G-2 and/or S-3/G-3 reviews the manuscript for operational security, security classification, and foreign disclosure.
7. Public Affairs Office reviews the manuscript for context and consistency with the Army mission.

8. Fully reviewed manuscript is returned to the author for release.

9. If the OPSEC Review is disapproved, the manuscript will not be accepted for publication. If the review is returned with
corrective comments, the manuscript will not be accepted until the requested corrections are made.

10. Both the author and the reviewing OPSEC Officer will maintain an official record of this form and a hard copy of the
manuscript.

Examples of potentially inappropriate information for public release:

e Equipment capabilities, limitations, and vulnerabilities.

e Detailed mission statement.

e Operation schedules.

e Readiness and vulnerability assessments.

e Testlocations and dates.

e Inventory charts and reports.

e Internalinstallation maps and photographs.

e Standard Operating Procedures.

e Tactics, Techniques and Procedures (TTP).

e Detailed personal biographies (Pll and PHI).

e Detailed organization charts (with phones and e-mail listings, duty rosters, unit manning documents).
e Sensitive unclassified reports for internal Army use.

e Technical and scientific proprietary data developed by a contractor.

e Unclassified technical data with military applications.

e Critical maintenance information.

e Information extracted from any non-public (intranet) website (data sourced from CAC-enabled portals).
e Personal information pertaining to individuals.

e Lessons learned that could reveal sensitive military operations, exercises, or vulnerabilities.
e Movement of assets where uncertainty of location is a program or operational element.

e Logistics support (munitions, weapons movement).

e Specific, real-time support to current/ongoing military operations.



Pre-Publication Operations Security Review Request
(AR 530-1, Operations Security)

AR 530-1, Para 5-1: The OPSEC review is an evaluation of information intended for public release to ensure protection of
critical and/or sensitive information. An OPSEC Level lI-trained OPSEC officer may conduct an OPSEC review of products and
provide mandatory guidance related to U.S. Government or military operations and other supporting programs, as needed,
prior to release in the public domain. An OPSEC review must be conducted in conjunction with a public affairs review for the
release of official information to the public. The results of the review must be documented and justifications annotated based
on existing laws, Executive Orders, Department of War directives, instructions, Army Regulations, and internal policy, as well
as individual critical information lists.

DoDI5200.48 Controlled Unclassified Information is sensitive information that does not meet the criteria for classification but
must still be protected. Itis U.S. Government-created or owned unclassified information that allows for, or requires,
safeguarding and dissemination controls in accordance with laws, regulations, or Government-wide policies.

Requester and Publication

Title of Article to be Released:

Author(s)/Originator(s) (Last Name, First, Ml): Rank:
Email Address:

Organization/Unit:

Commercial Phone: DSN:

Release Type: -Please Select-

Does the manuscript contain Controlled Unclassified Information? Yes: No:| O

If yes, provide the following CUI Designation Indicator Block (see https://www.dodcui.mil/Home/Marking-Tips-for-CUI-
Documents/CUI-Designation-Indicator-Block/):

Controlled by:

CUI Category:
LDC/Distribution Statement:

POC:



Technical Review:

Remarks:

Reviewer's Name (Last, First, MI):

Rank/Grade:
Email Address:
Commercial Phone:

Signature:

-Please Select-

Pre-Publication Operations Security Review
Request (AR 530-1, Operations Security)

Review and Approval

Duty Position:

DSN:

Date:

Supervisor/Commander Review:

Remarks:

Reviewer's Name (Last, First, Ml):
Rank/Grade:

Email Address:

Commercial Phone:

Signature:

-Please Select-

Duty Position:

DSN:

Date:

Government Contracting Office Review (If Applicable):

-Please Select-

Remarks:

Reviewer's Name (Last, First, MI):
Rank/Grade:

Email Address:

Commercial Phone:

Signature:

Duty Position:

DSN:

Date:



Pre-Publication Operations Security Review
Request (AR 530-1, Operations Security)

Review and Approval

Legal Review (If Applicable): -Please Select-

Remarks:

Reviewer's Name (Last, First, MI):

Rank/Grade:
Email Address:
Commercial Phone:

Signature:

Duty Position:

DSN:

Date:

Security/OPSEC: -Please Select-

Remarks:

Reviewer's Name (Last, First, Ml):

Rank/Grade:
Email Address:
Commercial Phone:

Signature:

Duty Position:

DSN:

Date:

Public Affairs Review: -Please Select-

Remarks:

Reviewer's Name (Last, First, MI):
Rank/Grade:

Email Address:

Commercial Phone:

Signature:

Duty Position:

DSN:

Date:



Pre-Publication Operations Security Review
Request (AR 530-1, Operations Security)

Review and Approval
Additional Reviewer (If Needed): -Please Select-
Remarks:
Reviewer's Name (Last, First, MI):
Rank/Grade: Duty Position:
Email Address:
Commercial Phone: DSN:

Signature: Date:

Additional Reviewer (If Needed): -Please Select-

Remarks:

Reviewer's Name (Last, First, MI):

Rank/Grade: Duty Position:
Email Address:

Commercial Phone: DSN:

Signature: Date:

Additional Reviewer (If Needed): -Please Select-

Remarks:

Reviewer's Name (Last, First, MI):

Rank/Grade: Duty Position:
Email Address:

Commercial Phone: DSN:

Signature: Date:

Additional Reviewer (If Needed): -Please Select-

Remarks:

Reviewer's Name (Last, First, Ml):

Rank/Grade: Duty Position:
Email Address:

Commercial Phone: DSN:

Signature: Date:
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