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Introduction
In recent years, the U.S. military has faced consider-
able challenges in maintaining effective and insightful 
strategic analysis at the operational and tactical levels. 
This stagnation is often attributed to H.R. McMaster’s 
“strategic narcissism” concept, which describes the 
tendency to view all potential adversary actions or end 
states primarily from the perspective of their effects 
on the United States or Western goals.1 The problem is 
exacerbated by a lack of deep strategic understanding 
of the adversary’s capabilities and goals at operational 
and tactical levels, leading to overly simplistic analyses 
focused narrowly on when and where the enemy “will 
attack” without a broader contextual analysis of the ad-
versary’s overall strategic goals, history, and priorities.

The focus on immediate capabilities and probabili-
ties, to the exclusion of detailed evaluation of historical 
context and actual end states, leads to the repetition 
of assessments like “the enemy will attack in the next 
12 to 48 hours,” which assume a considerable number 
of strategic goals in the ultimately tactical and capa-
bilities-based conclusion of why, or even if, the enemy 
will attack. These bottom-line assessments are often 
wrong, and even when accurate, they do little to inform 
higher-level strategy beyond the immediate tactical 
area of operations. This leads to a top-down “Simon 
says” analytical framework in the way intelligence as-
sessments are briefed.

Jimmy Carter and United States officials meet with the Shah of Iran and Iranian 
officials. Taken on December 31, 1977, brightened for visual clarity. (Photo cour-
tesy of National Archives and Records Administration, colors adjusted by MIPB 
staff)
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This article proposes that revitalizing strategic imagination 
requires rededication to a nuanced understanding of adver-
saries’ end states, historical contexts, adaptive planning, and 
the capacity to anticipate and adapt to unpredictability in 
warfare. Conducting capabilities-based assessments without 
a deep understanding of context, end states, and imagination 
is not analysis but merely reporting.

The Role of Historical  
Context in Strategic Analysis

Historical context plays a critical role in strategic analysis 
but frequently gets short treatment compared to capabil-
ities-based bottom-line upfront assessments in a tactical 
setting. Wars and conflicts often arise from deep-seated 
geopolitical, cultural, and ideological tensions; ignoring these 
historical dynamics can obscure essential insights into adver-
sarial behavior.

To illustrate this point, Iran’s ambitions are shaped by a 
unique historical trajectory, including its traditional rivalries, 
colonial experiences, and the Islamic Revolution of 1979. 
The 1953 Central Intelligence Agency-led coup that over-
threw Prime Minister Mohammad Mossadegh left a legacy 
of distrust of Western powers and further solidified Iran’s 
anti-Western stance, as well as its desire to project power 
in the Middle East—not by modeling foreign relations on 
international norms, but by possession of the means and 
methods to exclude foreign influence. These events point 
to a deep, long-standing mistrust of what are often pitched 
by Western powers as neutral or status quo solutions based 
on international conventions and diplomacy. While a fair in-
terpretation may be that Iran distrusts Western powers, an 
equally fair reading might be that Iran has a cultural mistrust 

of any security arrangement based on agreements since, his-
torically, such arrangements have failed miserably to protect 
its interests. Understanding this historical context allows ana-
lysts to better grasp the motivations behind Iran’s actions and 
craft more nuanced and compelling responses rather than 
assuming that Iran is simply hostile to every United States 
force in the area as its de jure enemy.

Unmasking the Adversary’s Desired End State
A fundamental aspect of effective strategic planning is ac-

curately identifying an adversary’s end state. U.S. military 
analysts at the operational and tactical levels often view 
adversarial goals through a Western-centric lens, leading to 
a simplistic and flawed understanding of their motivations. 
Additionally, Western military strategy focuses on capabili-
ties and effects, leading analysts to believe that our bigger 
guns will always win the fight. This reductive analysis results 
in low-value assessments, which add little to raw analysis. 
Where, how many, and what kind of equipment the adversary 
possesses is certainly important information, but it is simply 
regurgitated data. Proper analysis requires understanding how 
all this data plays into the adversary’s end state. The current 
conflict with Iran demonstrates flawed binary reasoning: Iran 
opposes the United States; therefore, every end state nec-
essarily involves attacks on United States troops. While it is 
true that Iran often directs its network of militias to attack 
American troops, it is equally valid that Iran’s goals are more 
complex than merely opposing America—and some of their 
most important goals are achieved without attacks at all.

Analysts have consistently underestimated Iran’s ambitions 
to establish itself as a dominant regional power, driven by a 
complex interplay of religious ideology, historical grievances, 

Left: A protester giving flowers to an army officer during the Iranian revolution. 
Right: Iranian armed rebels during the Iranian revolution. (Public domain photos 
from Wikipedia)
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and nationalistic pride. Iran’s end state involves more than 
mere survival or military dominance; it seeks to fundamentally 
reshape the Middle East according to its vision of an Islamic 
Republic that challenges Western influence. Iran’s support for 
proxy groups across the region is part of a broader strategy to 
influence regional politics and shift the balance of power in 
its favor, irrespective of that end state’s ultimate effect upon 
the United States. Analysts who fail to grasp this underlying 
motivation may misinterpret Iran’s actions as reactionary or 
opportunistic rather than as part of a long-term strategy for 
regional dominance. For example, Iran’s support for groups 
like Hezbollah and the Houthis is not only about immediate 
military objectives but also about building a network of influ-
ence that extends Iran’s reach and destabilizes rival powers, 
regardless of individual tactical engagements by the proxies 
and equally unrelated to whom those proxies target.

If we view the proxies as Iran’s public projection of force, 
in the same way that a United States carrier group is a rep-
resentation of American power, their mere existence and 
presence are as helpful as their actual utilization because 
the goal is to demonstrate regional influence more than to 
achieve specific tactical objectives. Understanding this intent 
is crucial for accurate assessments and effective counterstrat-
egies. This is especially true when Iran’s interests align with 
those of other regional actors—for example, Hamas—with 
little or no interest in United States troops.

While Iran and Hamas may align against common adversar-
ies, conflating their ultimate strategic goals can lead to sig-
nificant miscalculations because one involves direct conflict 
with United States troops, and one does not. Iran’s goals focus 
on establishing itself as a dominant regional power with sub-
stantial influence over the Middle East. In contrast, Hamas is 
a militant Palestinian organization focused on issues related 
to Palestinian self-determination and resistance against Israeli 
occupation. Hamas’s goals revolve around achieving Palestinian 
statehood and resisting Israeli control over Palestinian terri-
tories. While Hamas and Iran occasionally cooperate, their 
objectives are fundamentally different. Hamas’s focus is on 
the Israeli-Palestinian conflict and Palestinian sovereignty, 
while Iran’s ambitions are broader, aiming to reshape the 
balance of power in the Middle East.

Understanding this distinction is crucial for U.S. military 
analysts. Misinterpreting the alignment between Iran and 
Hamas as indicative of a unified strategy can lead to flawed 
analysis. For instance, Israeli actions targeting Hamas might 
not necessarily affect Iran’s broader regional ambitions and 
could even strengthen Iran’s position if it appears as a de-
fender of Palestinian causes. Accurate differentiation be-
tween countering Iran’s regional hegemony and addressing 
the Israeli-Palestinian conflict requires that analysts have a 
deeper understanding of the regional actors’ goals, which, 

in turn, requires a renewed and deeper focus on history and 
context instead of capabilities and reassessing the assump-
tion that every adversary of the United States is working in 
concert. Arming our tactical and operational analysts with a 
deeper understanding of the adversary’s objectives and stra-
tegic aspirations allows them to craft more astute analyses.

Backward Planning: A Useful Tool for Analysts
As determined through historical context, the end state pro-

vides the raw material for one of a planner’s most important 
tools: backward planning. Backward planning is a strategic 
process that begins with an adversary’s end state and works 
backward to identify potential actions and interventions. 
For Iran, this involves first understanding its goal of regional 
dominance and influence, which includes supporting proxy 
groups, leveraging economic sanctions as propaganda, and 
manipulating regional conflicts. Without this historical context, 
backward planning is starved of the antecedent facts neces-
sary to make the assumptions required to use the process 
effectively. In other words, backward planning enables mili-
tary planners to anticipate Iran’s moves by considering how 
the country might use its resources and influence to achieve 
its strategic objectives based on its end-state goals, which 
are, in turn, based on historical context. For example, if Iran 
aims to project power through proxy groups, planners can 
anticipate where these proxies might be active and develop 
countermeasures accordingly. By adopting this approach, 
planners can improve their strategic foresight and prepare 
more effectively for potential scenarios beyond merely react-
ing to specific tactical objectives by any single proxy.

Understanding Flukes
Finally, the analyst or planner must acknowledge the pre-

dictably unpredictable nature of the strategic environment. 
In his 2024 book Fluke: Chance, Chaos, and Why Everything 
We Do Matters,2 Brian Klaas includes one striking example of 
how small, seemingly random events can shape history. During 
World War II, United States Secretary of War Henry Stimson 
was deeply involved in discussions surrounding the use of 
atomic bombs in Japan. Stimson had a personal connection 
to Japan: he and his wife had visited Kyoto during a pre-war 
trip and developed a fondness for the city’s cultural and his-
torical significance. This personal experience led Stimson to 
advocate strongly for sparing Kyoto from the bombing list, 
citing his affection for the city and the memories of his visit 
with his wife. As a result, Kyoto was removed from the list of 
potential targets for the bomb, and Hiroshima became one 
of the final cities selected.

Klaas uses this anecdote to illustrate how chance and per-
sonal experience can dramatically shape decisions that have 
profound global consequences. In this case, one man’s at-
tachment to a place helped determine the course of history, 
demonstrating how individual human choices, shaped by 
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unpredictable life events, can have monumental impacts in 
war’s chaotic and complex context. This example underscores 
the need for flexibility in planning at all levels, as fluke events 
can dramatically alter the strategic landscape. Planners must 
be prepared to adapt to sudden changes and reassess strate-
gies in light of new developments. To do this, planners must 
concern themselves with history, culture, and societal influ-
ences as much as capabilities and probabilities. Knowledge of 
the personalities and histories of the leaders and significant 
actors is also a critical element in effective analysis, but one 
which is often simply not included in typical tactical briefings.

Summary
Reclaiming strategic imagination among tactical and oper-

ational analysts requires a nuanced understanding of adver-
saries’ historical contexts, end-state goals, and the ability to 
anticipate and adapt to unpredictable events. By integrating 
these elements into military operations and incorporating 
backward planning from the adversary’s perspective, U.S. 

military leaders can make more informed, flexible, and creative 
decisions. This approach not only enhances the effectiveness 
of military strategy but also ensures that the United States 
remains adaptable in the face of evolving threats and dynamic 
geopolitical environments. For the intelligence community, 
this means fostering a culture of strategic imagination that 
embraces complexity and unpredictability, ultimately leading 
to more robust and resilient defense strategies.
Endnotes

1. H.R. McMaster, Battlegrounds: The Fight to Defend the Free World (New 
York: Harper Collins Publishers, 2020).

2. Brian Klaas, Fluke: Chance, Chaos, and Why Everything We Do Matters (New 
York: Scribner, 2024).
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Introduction
Prediction markets, also known as information markets or 
event futures, are being used to forecast events as diverse as 
sporting outcomes, election results, macroeconomic forecasts, 
and geopolitical events.1 By aggregating diverse opinions and 
incentivizing prediction accuracy with financial gain through 
successful trading, these markets demonstrate remarkable 
usefulness and accuracy. The data generated by contract trad-
ing in prediction markets can serve as a new source of infor-
mation for intelligence analysts to identify and assess national 
security threats. Platforms like Polymarket and Kalshi,2 which 
allow trading on a wide range of event-based contracts, pro-
vide an opportunity for intelligence professionals to collect 
a novel type of data to identify new threats and assess the 
changing nature of existing national security risks.

In this article, we begin by explaining the nature of a pre-
diction market and how it operates. We then discuss the in-
formation that intelligence analysts can extract from contract 
trading in these markets, as well as the types of contracts that 
analysts will find most useful. We’ll review the techniques 
intelligence analysts can apply to this data to enhance the 
quality of their analyses, then move on to a discussion of how 
prediction market data can be integrated with traditional 
sources of military intelligence, with a specific focus on all-
source analysis. Finally, we’ll conclude with commentary on 
how prediction markets might evolve in the future and their 
increasing relevance to intelligence professionals.

Understanding Prediction Markets
Prediction markets operate on the principle that collective 

intelligence, when combined with financial incentives, can 
yield highly accurate forecasts.3 Participants buy and sell 
contracts based on their expectations of future events. The 
mechanics of these markets are designed to ensure efficiency 
and accuracy. Each contract represents a binary outcome—the 
event either occurs or it doesn’t. When the event occurs, the 

contract pays $1; if it doesn’t occur, the contract pays nothing. 
This simple pay-off scheme creates a direct relationship be-
tween contract prices and probability estimates. For example, 
a contract trading at $0.45 suggests the market estimates a 
45 percent chance of the event occurring.

Polymarket, the world’s largest prediction market platform, 
offers investors a wide array of contracts to trade covering 
issues such as elections, economic indicators, and geopo-
litical developments. The data generated through trading 
provides valuable insights into the collective expectations of 
informed individuals. This effect is comparable to the “wis-
dom of crowds” as described by James Surowiecki in his 2004 
book of the same title.4

What makes prediction markets especially informative is 
their self-correcting nature. If participants believe a contract 
is mispriced relative to the true probability of an event, they 
have a financial incentive to trade and move the price toward 
what they believe is the correct probability. This process, 
known as price discovery, helps ensure that contract prices 
reflect the most current information available about an event.5

The liquidity and trading volume of contracts in a predic-
tion market also provide important signals.6 Higher trading 
volumes typically indicate greater certainty or interest in an 
outcome, while lower volumes might suggest uncertainty or 
a lack of investor concern about the event. Market partici-
pants provide initial liquidity for each contract and help to 
establish baseline probabilities of the event’s occurrence. 
These probabilities change over time as new information is 
revealed; traders react to these changes by buying and sell-
ing the specific event’s contract.

Usefulness of Contract Trading Data
Prediction markets function on data that intelligence pro-

fessionals do not commonly collect or analyze. Unlike tra-
ditional intelligence sources, which often rely on classified 
information, technical surveillance, or field reports, prediction 
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markets aggregate insights from both the public and private 
sectors, drawing on multiple participants. These participants 
include subject matter experts, analysts, and informed indi-
viduals who may possess unique perspectives or early indi-
cators of emerging threats.

What makes prediction market data especially distinctive is 
its dynamic, real-time nature. As new information becomes 
available or sentiments shift, contract prices adjust. Because 
this information directly affects potential profit, these price 
changes occur almost instantaneously. This immediate re-
sponse contrasts with the slower, often bureaucratic pro-
cesses of traditional intelligence collection.

For example, Figure 1 illustrates the time series of an event 
contract offered by Polymarket. The contract concerns the 
likelihood of a ceasefire between Russia and Ukraine in 2025. 
Probability varies as new information becomes available, caus-
ing the contract price to respond accordingly. For instance, 
we observe a high likelihood of a ceasefire in December 2024, 
followed by a decline in early January 2025. From mid-January 
through early February, the possibility of a ceasefire gradu-
ally increases, approaching its previous high. This behavior 
is consistent with the efficient market hypothesis developed 
by economist Eugene Fama in 1970 to explain how prices in 
financial markets change in response to the arrival of new in-
formation.7 The changing likelihood of an event, as reflected 
in market trends, can be beneficial to intelligence analysts in 
assessing the risk associated with a specific threat.

The price of a contract in a prediction market reflects the 
synthesized expectations of market participants. It provides 
a probabilistic assessment based on a consensus of the con-
tract investors’ beliefs. This data can offer intelligence ana-
lysts new perspectives, enabling them to detect early warning 
signals, confirm other intelligence sources, or uncover trends 
that might otherwise be overlooked. By integrating this new 

data, intelligence analysts can exploit the collective foresight 
and knowledge embedded in event contract prices to more 
fully anticipate national security threats.

Contracts Most Useful  
for Intelligence Assessment

Within the broad spectrum of prediction market contracts, 
certain types of contracts are particularly valuable for mili-
tary intelligence.8 These contracts provide targeted insights 
into specific national security concerns, offering actionable 
intelligence that can improve threat identification and inform 
strategic response.

Contracts predicting the likelihood of military conflicts be-
tween nations or within regions are of critical importance. 
For example, contracts focused on potential escalations in 
regions such as the Korean Peninsula, the South China Sea, or 
Eastern Europe can provide early indicators of rising tensions. 
Monitoring these contracts can help intelligence analysts an-
ticipate conflicts that may require U.S. military intervention 
or impact global stability.

Contracts that predict changes in political leadership, such 
as elections, coups, or resignations, are crucial for under-
standing potential shifts in national policies or alliances. A 
contract forecasting the likelihood of a regime change in a 
Middle Eastern country, for instance, can signal impending 
shifts in diplomatic relations, security agreements, or regional 
power dynamics.

Prediction markets often feature contracts related to the 
imposition or lifting of economic sanctions and trade restric-
tions. These contracts can assess the likelihood of economic 
sanctions on an adversarial country or how such activities 
might influence their foreign policy or military actions. For 
example, contracts predicting sanctions on Iran’s oil exports 
can provide insights into potential retaliatory actions taken 
by the Iranian government.

Figure 1. Contract price trend as a predictor of a Russia x Ukraine ceasefire by Polymarket, February 2025
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While specific terrorist attacks are difficult to predict, con-
tracts that gauge the overall activity levels of terrorist orga-
nizations or insurgent groups can be informative. Contracts 
predicting the frequency of attacks in specific regions or 
the operational capacity of groups like ISIS or Al-Qaeda can 
help intelligence analysts allocate resources and anticipate 
threats. Contracts predicting major cyberspace attacks on 
government institutions, critical infrastructure, or multi-
national corporations offer valuable insights into emerging 
cybersecurity threats. For example, a contract forecasting a 
significant breach of a U.S. government agency can alert in-
telligence analysts to potential vulnerabilities or adversary 
capabilities in the cyberspace domain.

Although natural disasters are not typically considered secu-
rity threats, their aftermath can create conditions that are ripe 
for instability. Contracts predicting the likelihood of natural 
disasters or humanitarian crises in politically sensitive regions 
can help intelligence analysts prepare for secondary secu-
rity challenges, such as mass migrations, resource conflicts, 
or opportunistic actions by hostile states or organizations.

The COVID-19 pandemic (March 2020–May 2023) demon-
strated the impact that public health crises can have on 
national security. Contracts that predict the outbreak or 
spread of infectious diseases, particularly in regions with 
weak healthcare infrastructures, can help identify potential 

security challenges related to civil unrest, economic disrup-
tion, or strained international relations.

In Figure 2, we provide a small sample of contracts fo-
cused on geopolitical risk that were trading on Polymarket 
in early February 2025. We immediately noted the variety 
of contracts available for trade. The events varied across the 
globe and were of a military, political, or diplomatic nature. 
For some events, such as the Russian recapture of Sudzha, 
there were multiple contracts based not on whether the event 
would occur, but on the date by which the event would oc-
cur. Furthermore, some markets, for instance Kalshi, invite 
proposals for new contracts on events that have not been 
previously introduced.9

Using Data from Contract Trading
Intelligence professionals can utilize information from pre-

diction markets to refine their threat assessments by apply-
ing various analytical techniques to the data. Trend analysis 
can track changes in the probability of an event over time. 
For instance, if contracts predicting a military conflict in the 
South China Sea show a steady increase in likelihood, this 
trend may indicate escalating tensions that are not yet ap-
parent in traditional intelligence. By monitoring these shifts, 
analysts can identify emerging threats earlier and redistribute 
surveillance resources more effectively.

Figure 2. Select contracts trading on Polymarket, February 2025 (figure adapted from authors’ original)
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Cross-market comparisons are particularly useful when 
analyzing interconnected events. For example, if prediction 
market contracts indicate a rising likelihood of economic sanc-
tions against a country but a stable or declining probability 
of that country responding with military action, intelligence 
analysts might conclude that economic retaliation is more 
probable than military action. This comparative analysis of 
related contracts provides a broader strategic context for 
any single event.

Anomaly detection involves identifying sudden or unex-
pected changes in market behavior. A sharp increase in the 
probability of a terrorist attack in a specific region, for exam-
ple, might suggest that market participants have gained new 
information about the likelihood of this event. This price data 
may then prompt a request for further verification through 
more traditional intelligence channels, such as signals intel-
ligence (SIGINT) or human intelligence (HUMINT).10

Sentiment analysis evaluates the confidence and consensus 
among market participants. A high volume of trading with 
consistent probability levels might indicate a strong consen-
sus regarding an event’s likelihood. Volatile trading patterns, 
however, might imply uncertainty or conflicting information. 
These probabilistic assessments complement traditional in-
telligence analysis by identifying risks where consensus is 
strong or additional collection is necessary.11

Integrating Prediction Market Data  
with Traditional Military Intelligence

Prediction market data, while valuable on its own, becomes 
significantly more useful when integrated with traditional 
intelligence sources.12 By combining this data with that ob-
tained from other channels, analysts can develop a more 
comprehensive threat assessment.

HUMINT, which involves gathering information from human 
sources such as informants, defectors, and local populations, 
can be enriched by prediction market data. For instance, if 
prediction contracts suggest an increasing probability of a coup 
in a particular country, HUMINT resources can be directed to 
verify this by interacting with local contacts and generating 
field reports. Conversely, insights from HUMINT can validate 
or challenge conclusions drawn from the price behavior of 
event contracts. This creates a feedback loop that enhances 
the usefulness of both sources.

SIGINT involves intercepting communications and electronic 
signals to gather intelligence. Contract prices in prediction 
market trends can guide SIGINT efforts by highlighting areas 
of increased risk or emerging threats. For example, if a con-
tract’s price implies a high likelihood of a cyberattack on crit-
ical infrastructure, SIGINT operations can prioritize scanning 
for corroborating evidence.

Open-source intelligence (OSINT) involves analyzing pub-
licly available information from media, social networks, and 
other open sources. Contract price data can help evaluate 
and contextualize OSINT efforts. If contract data indicates 
escalating tensions in a region, OSINT analysts can focus on 
tracking news reports, social media activity, and public state-
ments from key figures to gather continuing intelligence.

Geospatial intelligence (GEOINT) uses satellite imagery, 
maps, and geospatial data to analyze physical environments. 
Contract data from prediction markets that signal an increas-
ing likelihood of potential military movements or conflicts 
can prompt targeted focusing of satellite imagery to detect 
pending military action. Conversely, unexpected observations 
in GEOINT data can trigger a review of price movement in 
related contracts to confirm any initial assessments.

Measurement and signature intelligence (MASINT) focuses 
on detecting and measuring physical phenomena, such as 
radiation, chemical signatures, or acoustic signals. Event con-
tracts that forecast specific threats, such as the use of chemical 
weapons, can guide MASINT efforts to monitor for relevant 
signatures. In turn, MASINT data can validate or contradict 
the expectations implied by contract prices, thus enhancing 
the analyst’s overall situational awareness.

Integrating with All-Source Analysis
All-source intelligence analysis integrates data from multi-

ple collection disciplines, including HUMINT, SIGINT, OSINT, 
GEOINT, and MASINT, to develop a comprehensive threat as-
sessment. By combining these distinct intelligence streams, 
analysts can overcome the inherent limitations of any single 
collection method while leveraging the unique strengths of 
each approach. The addition of contract price data offers 
several distinct advantages that enhance the quality of these 
intelligence assessments.

Data from event contracts complements traditional all-
source analysis in three primary ways. First, it provides quan-
titative probability assessments derived from aggregated 
expert knowledge that often includes perspectives not cap-
tured by conventional intelligence collection. For example, 
when a contract’s price rises from $0.15 to $0.68 over three 
weeks, this represents a measurable change in the collective 
risk assessment that can be evaluated against other intelli-
gence indicators.

Second, prediction markets demonstrate exceptional speed 
in information integration, complementing the longer pro-
cessing cycles typically associated with traditional intelligence 
collection. While HUMINT verification may require weeks and 
SIGINT analysis demands extensive processing, prediction 
markets provide near-instantaneous probability assessments 
as new information becomes available. This rapid response 
helps identify emerging threats that might warrant increased 
collection through traditional channels.
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Third, event contract data serves as a correlation measure 
within the all-source framework. Alignment between market 
pricing data and traditional intelligence indicators strengthens 
analytical confidence. Divergence can highlight gaps requiring 
additional investigation.

The effective integration of contract data from prediction 
markets enhances all-source analysis through:

	Ê Independent Validation. Market-based probability 
assessments provide verification mechanisms for hy-
potheses developed through traditional analysis. These 
assessments are particularly valuable in complex scenar-
ios where conventional intelligence collection is limited.

	Ê Collection Gap Identification. Significant movements 
in contract prices can highlight areas where traditional 
collection efforts might be insufficient. This suggests 
specific directions where more focused allocation of 
intelligence resources is needed.

	Ê Analytical Timeline Compression. The rapid price dis-
covery mechanism of prediction markets provides early 
warning indicators that complement longer-cycle col-
lection methods, allowing earlier threat identification 
and response planning.

When properly integrated into all-source analysis, prediction 
market data provides quantifiable probability assessments 
while capturing diverse perspectives that might be inacces-
sible through traditional collection methods. This comple-
mentary relationship enhances both the scope and depth of 
a threat assessment while offering valuable cross-validation 
mechanisms for conventional intelligence sources.

Conclusion and Discussion
Prediction markets represent a useful, yet underutilized, 

dataset for enhancing national security intelligence collec-
tion and analysis. Platforms like Polymarket and Kalshi offer 
unique advantages through their ability to aggregate diverse 
perspectives, provide real-time probability assessments, and 
capture the collective judgment or wisdom of informed partic-
ipants. The data generated by these markets—including price 
movements, trading volumes, and temporal patterns—can 
serve as leading indicators for emerging threats and validate 
insights from traditional intelligence sources.

Integrating prediction market data with established intel-
ligence approaches (i.e., HUMINT, SIGINT, OSINT, GEOINT, 
and MASINT) creates a more robust framework for analysis. 
This synthesis allows intelligence analysts to develop more 
comprehensive threat assessments by combining quantita-
tive, probability-based insights from prediction markets with 
qualitative intelligence gathered through traditional channels. 
The dynamic nature of these markets, which react instantly 
to new information, complements the often slower-moving 
traditional intelligence gathering processes.

Future developments could significantly enhance the utility 
of prediction markets for national security. Advances in ar-
tificial intelligence and machine learning could enable more 
sophisticated analysis of prediction market data, identifying 
complex patterns and correlations that human analysts over-
look. Artificial intelligence systems could monitor hundreds of 
related contracts simultaneously, flagging anomalous trading 
patterns that might indicate emerging threats before they 
become apparent through other channels.13

As prediction markets mature, specialized contracts focused 
on national security concerns could provide more granular and 
relevant data. These markets could be designed to capture 
insights into specific regions, types of threats, or categories 
of security concerns, while implementing appropriate safe-
guards against manipulation and adversarial exploitation. The 
integration of blockchain technology could also enhance the 
transparency and reliability of prediction market data while 
maintaining necessary security protocols. Smart contracts 
could automate the verification of events and outcomes. 
This would reduce the potential for manipulation while in-
creasing data reliability.

The future might also see the emergence of hybrid systems 
that combine prediction markets with other crowdsourced 
data, creating more comprehensive early warning systems 
for national security threats. These systems could potentially 
leverage both public markets and specialized, secure platforms 
accessible only to intelligence professionals.

The potential benefits of incorporating prediction market 
data into national security analysis are compelling. As these 
markets continue to evolve, they are likely to become in-
creasingly valuable to the intelligence community, allowing 
it to more fully anticipate emerging national threats. The fu-
ture of national security intelligence might well depend on 
our ability to effectively harness these new sources of col-
lective intelligence, combining them with traditional meth-
ods to create more accurate, timely, and actionable threat 
assessments.
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Introduction
Within the Army Military Intelligence (MI) Corps, Soldier pro-
fessional development requires a specialized approach that 
creates regionally intelligent subject matter experts with the 
necessary skills to advise combat commanders. MI Soldiers 
must be capable of understanding the enemy, civilian lead-
ership, and external influences of a region through a relevant 
cultural lens. Soldiers would develop this type of expertise 
through years of experience, providing accurate and relevant 
intelligence to their commanders. Unfortunately, the current 
career models for MI Soldiers focus on an assignment progres-
sion tailored to leadership skills development. Soldiers rotate 
through the major commands—U.S. Army Forces Command 
(FORSCOM), U.S. Army Intelligence and Security Command 
(INSCOM), U.S. Special Operations Command (SOCOM), and 
U.S. Army Training and Doctrine Command (TRADOC)—and MI 
assignments without ever focusing on building or maintain-
ing regional and cultural expertise. Through their assignment 
rotations, MI Soldiers shift their focus from one adversary 
and region to another, sometimes with vastly different cul-
tures. The traditional approach of solely focusing on rotating 
Soldiers through assignments to create a diversity of expe-
riences produces a gap in their understanding of language, 
culture, and adversarial norms.

Regional Alignment and Talent Management
Commanders expect MI Soldiers to understand both the 

adversary and the complex operational environment in a way 
that requires a deep cultural understanding. While analytical 
frameworks such as PMESII-PT,1 which focus on political, mil-
itary, economic, social, information, infrastructure, physical 
environment, and time and ASCOPE,2 which focuses on areas, 
structures, capabilities, organizations, people, and events ef-
fectively describe an operational environment, they inherently 
lack the depth required to understand the nuanced cultural 
factors that significantly influence behavior and meaning. 
This limitation hinders accurate interpretation and assess-
ment of collected information. Culture is a complex variable 
that instructors cannot teach through annual language train-
ing, much less during pre-deployment preparation. Training 
Soldiers to understand a foreign culture would take the full 
course of an Army career. To create true subject matter ex-
perts and build cultural expertise, the Army must focus on 
aligning MI Soldiers to a threat area or region for the entire 
span of their careers.

Permanently aligning MI Soldiers’ assignments to a geo-
graphic area of responsibility would improve their understand-
ing of the target theater’s relevant actors, cultural norms, and 
external influences. With MI Soldier assignments intentionally 
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aligned to an area of responsibility, Soldiers would inher-
ently become more aware of what is normal and abnormal 
through continuous exposure. Through the management of 
MI personnel within specified geographic areas of respon-
sibility, the Army could produce higher-quality intelligence 
to drive operations and build relationships with external or-
ganizations. To be effective, a model of reinforced expertise 
must align Soldiers’ assignments across the Army from the 
strategic intelligence level down to the tactical military intel-
ligence companies and detachments. Soldiers would need to 
study their regions through tactical, operational, and strategic 
lenses to understand the geography, doctrine, equipment, 
and capabilities common across potentially friendly and ad-
versarial nations.

While the current career model favors a breadth of experi-
ence, a redesigned career path could focus on building depth 
of expertise over time. If Soldiers left their advanced individual 
training with an assigned area of responsibility and held to 
assignments focused on that mission, the Army would develop 
vastly superior intelligence support. Building additional skill 
identifiers to track MI strength across regions and reviewing 
the alignment of FORSCOM, INSCOM, and TRADOC would be 
critical first steps to implement this model. Following that, 
the Human Resources Command would need to track MI 
strength and utilize proper talent management, rather than 
simply managing billets, for Soldiers’ assignments. The Army 
would also have to review theater alignments against the 
language and cultural training capabilities across installations 
to ensure that capabilities match needs. Finally, training re-
quirements and exercises for MI Soldiers should emphasize 
scenarios that reinforce intelligence production through a 
regional and cultural understanding.

Over the last decade, the Army has discussed ideas and 
even considered associating language-dependent career field 
Soldiers with geographically aligned units. At the same time, 
the Army placed a renewed emphasis on language proficiency, 
shifting away from the Global War on Terrorism’s focus on 
intelligence collection and production through reach-back or 
contracted support. The discussions about regionally align-
ing linguists and organizations left non-linguist MI Soldiers 
behind. In an Army that aims to build MI expertise through 

cultural knowledge, MI Soldiers must align with a specific geo-
graphic area of responsibility and maintain a singular focus 
on a defined problem set. In the long term, the Army would 
reap substantial benefits from a model that reinforces the 
building of knowledge throughout Soldiers’ careers.

Conclusion
The initial investment of time and resources to build this 

type of expertise is substantial. Still, this model would gen-
erate a massive return on that investment, as Soldiers do not 
require complete retraining to understand their new mission 
when they permanently change stations. Soldiers could also 
continue to rotate through successive leadership roles and 
diverse assignments as they experience FORSCOM, INSCOM, 
TRADOC, and SOCOM assignments. However, as Soldiers ro-
tate through these organizations, their noncommissioned 
officers would be true experts in both the missions and the 
adversaries they encounter, focused on strengthening the 
profession of arms. Additionally, over time, these leaders 
would build relationships with other intelligence agencies, 
maintaining connections through years and decades rather 
than months. Commanders could rely on the intelligence de-
rived from culturally knowledgeable Soldiers who fully em-
brace the complexities of the operational environment.
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Introduction
The U.S. Army strategic contexts of competition, crisis, and 
armed conflict correspond to and support the joint compe-
tition continuum. Currently, the People’s Republic of China 
and Russia are in a constant state of competition with the 
United States, seeking to gain superiority through significant 
military, economic, and political advantages. The operational 
environment continues to evolve in response to these adver-
saries’ increasing capabilities, and the Army must prepare 
to fight in contested environments. Therefore, the Army 
established multidomain operations as its operational con-
cept. Multidomain operations encompass a combined arms 
approach to operations in the land, maritime, air, space, and 
cyberspace domains, while maneuvering across the physical, 
information, and human dimensions. The intelligence war-
fighting function is key to providing the Army with relative 
advantages and windows of opportunity to overcome adver-
sary defenses. The extended operational environment poses 
significant challenges for the intelligence warfighting function. 
To meet those challenges, the Army must leverage big data 
and technology solutions to develop new sensing capabilities 
that can penetrate, survive, and collect information.

The Operational Environment
The operational environment encompasses the human, 

physical, and information dimensions within each domain. 
Collectively, the combination of domains and dimensions are 
analyzed and described through the operational variables: po-
litical, military, economic, social, information, infrastructure, 
physical, and time (PMESII-PT), applied within the context of 
the mission variables: mission, enemy, terrain and weather, 
troops and available support, time available, and civil con-
siderations (METT-TC).1 As the Army shifts strategic priorities 
from counterinsurgency operations to large-scale combat 
operations, the operational environment will be increasingly 

difficult to navigate for the intelligence warfighting function. 
Peer threats with capabilities across all domains will pose a 
significant challenge. “The PRC [People’s Republic of China] 
has expanded and modernized nearly every aspect of the 
PLA [People’s Liberation Army], with a focus on offsetting U.S. 
military advantages.”2 Knowledge of the future operational 
environment will be imperative to reducing operational un-
certainty for fighting and winning in complex environments, 
and the intelligence warfighting function will play a vital role 
in supporting operations across all domains. Army intelligence 
professionals must understand each domain, leverage intelli-
gence architecture, collaborate with other military services, 
and provide intelligence support to all echelons to be effective.

“In addition to expanding its conventional forces, the PLA 
is rapidly advancing and integrating its space, counterspace, 
cyber, electronic, and informational warfare capabilities to 
support its holistic approach to joint warfare.”3 Intelligence 
sets the conditions for theater operations; gaining situational 
understanding of the operational environment will drive suc-
cess against future threats in multidomain operations and a 
potentially contested operational environment.

The Tactical Problem
Antiaccess (A2) and area denial (AD) are approaches adver-

saries use to prevent friendly forces from entering an opera-
tional area and then hinder their ability to maneuver within 
that area.4 A2 and AD systems combine long-range capabilities, 
such as antiship, antiair, and antiballistic weapons, intended 
to impede movement into the operational environment, with 
short-range capabilities, such as electromagnetic warfare and 
integrated air defense systems, to decrease maneuverability 
once inside. Army intelligence faces a series of challenges in 
adapting to evolving A2 and AD environments and operating 
successfully in multidomain operations.
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Commanders require accurate, relevant, and predictive in-
telligence to understand the threat across the strategic con-
texts of competition, crisis, and armed conflict. A2 and AD 
will pose unique problems for Army intelligence during armed 
conflict. Future Army intelligence collection systems will need 
to be survivable aerial platforms that can overcome A2 and 
AD systems and achieve stand-off through high altitudes. 
Today’s Army intelligence, surveillance, and reconnaissance 
collection is susceptible to contested airspace and has limited 
collection ranges. Currently, corps and division intelligence 
lack sufficient organic assets capable of penetrating peer 
threat stand-off defenses to support targeting, situational 
understanding, and decision making. To be successful, the 
Army must be capable of penetrating the A2 and AD systems 
in regional areas that have spent the last decade building ad-
vanced weapon systems. In future armed conflict, peer ad-
versary defenders will have an advantage because they will 
be defending specific A2 and AD zones that the United States 
will need to penetrate to be effective in follow-on operations.

The Tactical Solution
Army 2030 initiatives include significant changes that will 

enable divisions to be more effective by task organizing for 
purpose, modernizing key capabilities, and providing future 
capacities at echelon to defeat peer adversaries.5 Multidomain 
deep sensing, along with other information collection, will 
be instrumental in successfully maneuvering to defeat ad-
versary A2 and AD capabilities. The ability to penetrate, sur-
vive, and collect information during multidomain operations 
will provide early warning, current intelligence, and target 
intelligence to inform and drive operations. Modernization 
efforts for collection platforms are necessary to ensure an 
intelligence advantage in contested environments.

The Multi-Domain Sensing System (MDSS) will provide the 
Army with extended endurance over wide areas, enabling it 
to counter A2 and AD systems. Its sensors will collect, pro-
cess, correlate, and analyze using artificial intelligence (AI) 
and machine learning (ML) technologies. “MDSS will use 
quantum communication and information technology, AI, and 
other autonomous solutions to rapidly ingest, sort, process 
and archive data at speeds and measures of performance 
far beyond human capacity.”6 Deep sensing capabilities will 
provide a military advantage on the battlefield because fu-
ture collection platforms will be able not only to penetrate 
A2 and AD systems’ defenses, but also to collect at stand-off 
distances, providing intelligence support to multiple eche-
lons. The Army is currently piloting the MDSS High Accuracy 
Detection and Exploitation System (HADES). “HADES will ad-
dress Army requirements for medium to high altitude aerial 
ISR [intelligence, surveillance, and reconnaissance] capabil-
ities to rapidly gain and maintain situational understanding, 

freedom of maneuver, information overmatch, and decision 
advantage in the MDO [multidomain operations].”7 Deep 
sensing capabilities will be imperative to enable the Army 
to generate combat power for deep operations.

The Army is also adopting the Tactical Intelligence Targeting 
Access Node (TITAN), a system that leverages AI and ML to 
process sensor data, providing direct support to targeting 
and battlefield situational awareness during multidomain 
operations. TITAN will increase the speed and accuracy of 
intelligence collection, processing, and dissemination. HADES 
and TITAN both support the Department of Defense’s fiscal 
year 2023 data, analytics, and AI adoption strategy to accel-
erate decision advantages over near-peer and peer threats. 
“The Department’s investments in data, analytics, and AI 
will address key operational problems identified in the 2022 
NDS [National Defense Strategy], fill validated gaps to en-
hance the warfighting capabilities of the Joint Force, and 
strengthen the enterprise foundation required to sustain 
enduring advantages.”8

Fighting For Intelligence
The intelligence warfighting function task list is a compre-

hensive but incomplete listing of the Army intelligence war-
fighting function’s responsibilities, missions, and operations. 
It includes providing intelligence support to force generation, 
providing support to situational understanding, conducting 
information collection, and providing intelligence support 
to targeting.9 The intelligence warfighting function faces a 
significant challenge when attempting to provide effective 
and flexible intelligence during multidomain operations due 
to the potential contested environment across all domains. 
This challenge, referred to as fighting for intelligence, drives 
actions by the commander and staff “to identify and ultimately 
open windows of opportunity at the right time and place to 
leverage one or more capabilities across domains,”10 leading 
to exploiting a relative advantage.

Integrating AI and ML technologies is necessary to collect 
intelligence and provide deep sensing capabilities in A2 and 
AD environments. Threat A2 and AD capabilities will directly 
impact the Army’s ability to collect intelligence on threats, 
challenging the ability to fight for intelligence during com-
petition, crisis, and armed conflict. MDSS will provide the 
Army with a tool to fight for intelligence across echelons 
and facilitate intelligence support to ground commanders 
through deep, close, and rear operations. Although multi-
domain operations will present numerous challenges, the 
intelligence warfighting function can successfully navigate 
these challenges if the Army capitalizes on the advantages 
that AI and ML technologies will bring to intelligence collec-
tion platforms.
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Keeping pace with the speed of war means changing the way we ap-
proach challenges, build strategy, make decisions and develop leaders.

—Marine Corps General Joseph Dunford (Retired)

Introduction
The Army’s training focus has shifted undeniably from coun-
terinsurgency (COIN) operations to competition with pacing 
threats and readiness for large-scale combat operations. Most 
leaders of Army forces have significant COIN experience, 
which is invaluable; however, we must understand what the 
shift to large-scale combat operations means—specifically, 
for targeting. The typical COIN targeting practices in the U.S. 
Central Command (CENTCOM) area of operations (AOR) over 
the past decade, such as strike decisions held at the general 
officer level, created a requirement for a heightened degree 
of positive target identification. Because of this low-risk stan-
dard, there is likely to be little tolerance for collateral damage 
in large-scale combat operations. In general, the large-scale 
combat targeting mindset is distinguishable from COIN tar-
geting by its increased speed of decision making and lim-
ited availability of information and intelligence, resulting in 
a greater assumption of risk. This article will refresh leaders 
on the targeting process and encourage them to implement 
organizational training on targeting processes for large-scale 
combat operations.

Perspectives on the Targeting Process
Joint Publication 3-0, Joint Campaigns and Operations, de-

fines targeting as “the process of selecting and prioritizing 
targets and matching the appropriate response to them, 
considering operational requirements and capabilities.”1 
Throughout COIN operations and the subsequent shift to 
readiness for large-scale combat operations, the Army’s field 
artillery has advocated the Army targeting methodology of 
decide, detect, deliver, and assess to prioritize and engage 
enemy targets effectively.2 This targeting process ensures 

that commanders fully integrate and synchronize fires and 
effects to set conditions, meet key objective end states, and 
buy down risk for the commander in both COIN and large-
scale combat scenarios. 

In the decide phase, commanders and their staff plan and 
synchronize efforts to identify, select, and prioritize targets 
necessary to meet the commander’s intent. The detect phase 
addresses information requirements through a full spectrum 
of collection activities that identify enemy activity, assets, and 
locations. The deliver phase occurs during the execution of 
operations. It involves engaging targets that meet the criteria 
of the commander’s high-payoff target list, attack guidance 
matrix, and target selection standards. The final phase, as-
sess, is continuous throughout the operations process and 
gauges not only the effectiveness of the delivery system but 
also the collection methods used, which feed back into the 
commander’s decision-making process.

From an intelligence perspective, the joint targeting meth-
odology known as find, fix, finish, exploit, analyze, and dissem-
inate (F3EAD) remains doctrinally sound for both the COIN 
and large-scale combat operating environments.3 F3EAD is 
very well suited for targeting operations against high-value 
targets; however, it is equally effective against other types 
of combat operations targeting, including those seeking 
nonlethal effects. While doctrine views F3EAD as a hasty 
decision-making process, many units also use F3EAD during 
deliberate planning.

The find step establishes a starting point for intelligence 
collection. The fix step occurs when sufficient intelligence 
collection is accumulated on a target to execute a mission. 
These first two steps lay the foundation for successful op-
erations against the adversary. Some examples of the finish 
step include lethal strikes via terminal guidance, launching 
a raid force, or using surrogates to close with and destroy 
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an adversary’s forces, weapons, or equipment. The exploit 
step, as the main effort of F3EAD, is the most critical single 
step in the process, as it leads to finding, fixing, and finish-
ing the next target and perpetuating the cycle. In the analyze 
step, intelligence analysts transform the collected exploitable 
material into intelligence reports, driving future operations. 
The last step of the F3EAD process is disseminate. Key to the 
success of the F3EAD process is creating a more comprehen-
sive dissemination network than what the U.S. intelligence 
community traditionally practices.

When conducting a law of armed conflict (LOAC) targeting 
analysis, commanders, with the support of their staff, analyze 
military necessity, distinction, proportionality, and human-
ity. It is important to note that while the LOAC may permit 
certain actions, specific rules of engagement (ROE) imple-
mented by a higher command are likely to restrict actions 
the LOAC permits. The decisions associated with the LOAC 
analysis rely heavily upon the information and intelligence 
provided to the staff. The quality of this information naturally 
feeds the accuracy and effectiveness of commanders’ deci-
sions. Accurate, timely, and reliable information used during 
the targeting analysis should result in targeting actions that 
comply with the LOAC principles and pertinent laws and reg-
ulations while simultaneously offering an acceptable level of 
risk to the commander.

The Counterinsurgency Experience
For the past two decades, most targeting analysis was 

conducted in an established operational environment in the 
CENTCOM AOR. Analysts within these areas of operation de-
veloped operating pictures and associated intelligence prod-
ucts that rotational units continually refined. Furthermore, 
the United States and its partner forces enjoyed significant 
asset superiority within these areas of operation. Consistent 
air superiority aided weapons delivery, intelligence gather-
ing, redundant communications, and signal assets without 

consequence for the collateral digital footprint. Most oper-
ational leaders within the Army today are veterans of these 
conflicts and have considerable experience from operating 
in this environment. This is invaluable experience; however, 
large-scale combat operations will rarely involve countless 
targeting scenarios comprising various unmanned aircraft 
systems and intelligence, surveillance, and reconnaissance 
(ISR) assets that identify, track, and remain on station to 
evaluate effects like those seen in the CENTCOM AOR. What 
then might targeting decision makers expect during large-
scale combat operations? Before we discuss this shift, it is 
important to understand the lessons learned over the past 
two decades of conducting COIN operations.

Field Artillery Perspective. In developed operational environ-
ments and COIN environments, fire support is characterized by 
precision munitions, real-time situational awareness, and an 
emphasis on limited collateral damage. Air superiority within 
a developed operational environment allows friendly forces 
to enjoy freedom of maneuver, aerial platforms to deliver 
lethal and nonlethal effects, and capabilities that can serve 
as additional collection assets.

Precision guided munitions were in use as early as World 
War II but became common during the Vietnam conflict and 
the First Gulf War. COIN operations dominated the first two 
decades of the 21st century when precision munitions be-
came a staple in the fire support arsenal. Precision munitions, 
such as the AGM-114 Hellfire Missile, are delivered by ae-
rial assets. Ground systems, like the Guided Multiple Launch 
Rocket System, can fire several types of precision munitions 
over extended distances. Other precision munitions, such as 
the Tomahawk Cruise Missile, are launched from naval ves-
sels. The qualifier of a precision-guided munition is its reli-
ance on a guidance system using a global positioning system 
(GPS), laser, or internal inertial sensors to increase the weap-
on’s accuracy. Precision-guided munitions were used heavily 

An AGM-114B Hellfire missile being fired off the rails of a U.S. Navy SH-60 Seahawk helicopter toward a laser desig-
nated surface target during training off the coast of San Clemente Island, CA, on August 25, 1999. (DoD photo by Petty 
Officer 1st Class Spike Call, U.S. Navy.)
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in COIN operations to increase lethality on specific targets 
while minimizing effects and potential collateral damage in 
the targets’ vicinity. Precision munitions allow commanders 
to assume more risk when employing lethal effects in densely 
populated areas or near friendly forces.

In COIN operations, modern technology, such as airborne ISR 
and GPS tracking, allowed commanders to achieve near-com-
plete situational awareness of both friendly and enemy 
forces. The benefit of air superiority permitted a battle staff 
to monitor, or “soak,” a target for an extended period before 
striking or launching a raid force. Every Soldier, asset, or plat-
form, from the ISR system orbiting at 20,000 feet to the team 
leader on the ground carrying an end-user device, served 
as a sensor, providing data to a joint operations center. This 
information was continually updated to enhance the battle 
staff’s understanding of the threat and improve the com-
mander’s decision-making process. Commanders became 
accustomed to this elevated level of situational awareness 
and would become frustrated or risk-averse when the ability 
to track friendly or enemy forces was diminished. Battle staff 
became accustomed to the plethora of tactical ISR feeds and 
used what they saw on screens to confirm what units on the 
ground reported. In this COIN environment enhanced situa-
tional awareness was normal and therefore easily exploitable, 
but it cannot be expected in other environments.

COIN operations were also characterized by an emphasis 
on reducing collateral damage to both civilian life and infra-
structure. Collateral damage estimates are used to determine 
the anticipated effects of weapons on a target or structure 
and the potential collateral effects of that weapon. The desire 
to minimize collateral damage has led to the development 
of low-collateral munitions and unique tools for estimating 
potential collateral damage. Often in the CENTCOM AOR, the 
“zero collateral damage” requirement limited engagement 
areas and time available to target. Commanders were re-
sponsible for minimizing civilian harm by understanding the 
risks associated with targeting specific areas.

Overall, fire support in developed operational environ-
ments requires a clear understanding of the environment 
and a reliance on technology to deliver precise effects on 
the enemy while minimizing the impact on non-combatants 
and civil structures.

Intelligence Perspective. In developed operational environ-
ments, intelligence operations require a blend of advanced 
technology, comprehensive databases, and highly trained 
personnel. These operations typically follow a systematic 
process to gather, analyze, and disseminate actionable in-
telligence, thereby supporting informed military decision 
making. Execution of intelligence operations in developed 
operational environments occurs as follows:

Collection. Intelligence collection relies heavily on sophisti-
cated technology, including satellites, drones, and surveillance 
aircraft. These assets provide a wide range of data, including 
imagery, signals, and electronic communications, enabling op-
erators to monitor enemy activities, assess threats, and iden-
tify vulnerabilities. Additionally, human intelligence sources 
play a crucial role in gathering information from within threat 
organizations and local populations. This method of collec-
tion relies heavily on all-domain superiority.

Analysis. Intelligence, once collected, is analyzed by skilled 
personnel trained in various disciplines and capabilities, in-
cluding imagery analysis, signals intelligence, cyberspace in-
telligence, and open-source intelligence. Analysts assess the 
information’s relevance, reliability, and significance to gener-
ate accurate assessments of enemy capabilities, intentions, 
and vulnerabilities. Advanced analytical tools and software 
facilitate the processing of large volumes of data, enabling 
the identification of patterns and trends that may indicate 
emerging threats or opportunities.

Integration. Analyzed intelligence is integrated into compre-
hensive assessments and briefings for military commanders 
and policymakers. This process involves synthesizing infor-
mation from multiple sources and disciplines to provide a 
clear understanding of the operational environment, threat 
behavior, and potential courses of action. Intelligence fusion 
centers play a crucial role in integrating intelligence from 
various sources and agencies to provide a comprehensive 
picture for decision makers.

Dissemination. Once analyzed and integrated, intelligence is 
disseminated using secure communication channels to rele-
vant stakeholders, including commanders, operational units, 
intelligence agencies, allied partners, and government agen-
cies involved in national security. The timely and accurate 
dissemination of intelligence ensures that decision makers 
have the information they need to plan and execute military 
operations effectively.

Feedback. Intelligence operations in developed operational 
environments emphasize the use of continuous feedback loops 
to evaluate the effectiveness of collection and analysis efforts. 
Lessons learned from previous operations are incorporated 
into training, doctrine, and technological advancements to 
enhance future intelligence capabilities. This iterative process 
ensures that intelligence operations remain responsive and 
adaptive to evolving threats and challenges.

Overall, intelligence operations in developed operational 
environments utilize advanced technology, analytical ex-
pertise, and institutional collaboration to provide decision 
makers with timely, accurate, and actionable intelligence for 
achieving military objectives.
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Legal Perspective. During COIN operations, the legal role in 
the targeting process must remain consistent and transpar-
ent. Legal experts determine whether commanders and staff 
adhere to the principles of LOAC (and any additional theater 
policies and guidance). However, this process depends heavily 
on the availability of information and intelligence concerning 
the targets provided to the staff. In a developed operational 
environment where units leverage assets and technological 
superiority (as was typical with CENTCOM COIN operations), 
timely and accurate reports greatly assist in the LOAC deter-
mination. Timely, accurate, and actionable intelligence makes 
deciding target distinction, proportionality, and humanity im-
plications significantly more feasible. It allows decision makers 
to observe targets, make assessments, and gauge effects in 
real time. Ultimately, risk lies with the commander making 
the targeting decisions; however, the availability of assets in 
a developed operational environment, where allied forces 
enjoy superiority in multiple domains, typically reduces risk.

Adapting to Large-Scale Combat Operations
As we shift focus to competition with pacing threats and 

prepare our forces for potential large-scale combat opera-
tions, our targeting analysis mindset must also shift. Unlike the 
COIN operations in Iraq and Afghanistan, large-scale combat 
operations will require conducting the targeting process in a 
rapidly evolving operational environment where we lack asset 
superiority and redundancy and must sometimes make deci-
sions informed by inadequate information. Targeting analysis 
will be conducted more quickly, with less available informa-
tion and intelligence, causing a greater assumption of risk.

Despite the faster pace and the limited availability of tar-
geting information associated with large-scale combat opera-
tions, leaders can promote successful targeting by recognizing 

the difference between operation-specific ROE and LOAC, 
simplifying triggers, and understanding the value of targets.4

Rules of Engagement Versus Law of Armed Conflict. As we 
teach and train, we must clearly distinguish between oper-
ation-specific ROE and LOAC. The differences can be subtle 
and difficult to discern. During the Iraq and Afghanistan COIN 
operations, Soldiers on separate deployments often operated 
under similar, but different, operation-specific ROE. However, 
it is vital to understand that, in the absence of additional the-
ater- or mission-specific ROE, the LOAC sets a relatively low 
bar for decision makers. Future large-scale combat operations 
will undoubtedly include mission-specific ROE, wherein op-
erational guidance regarding military necessity, distinction, 
proportionality, and humanity analysis remains distinct from 
LOAC. Put simply, the LOAC is the law that sets boundaries for 
permitted and prohibited actions; ROE are conflict-specific 
policies that the President, Secretary of Defense, or higher 
command imposes to restrict further the actions of subordi-
nate forces that the law otherwise permits. The operations 
cell (G-3/S-3) controls and briefs mission-specific ROE, while 
the judge advocates from the servicing legal office advise 
commanders on the application of the LOAC.

Simplify Triggers. In a faster-paced environment with less 
available information and intelligence, we must be willing to 
simplify triggers in the targeting process. For example, during 
intelligence preparation of the operational environment, an 
organization may determine that the movement of an enemy 
battalion tactical group will be signaled by their reconnais-
sance element, composed of multiple BRDM-2 reconnais-
sance patrol vehicles, moving into a specific named area of 
interest (NAI 1). Ideally, if there is an interest in targeting 
the reconnaissance element, one trigger could be a friendly 

The High Mobility Artillery Rocket System fires the Army’s Guided Multiple 
Launch Rocket System (U.S. Army photo)
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observation asset identifying the presence of BRDM-2s in 
NAI 1. However, if the situation offers limited information and 
intelligence, can the targeting trigger be simply movement 
observed in NAI 1? This second, less specific trigger carries a 
greater risk. In a large-scale combat operations environment, 
these are concepts that leaders must understand as viable 
circumstance-driven options.

Understanding a Target’s Value. During large-scale combat 
operations, the value of targets must be understood in real 
time. Several tools are available to assist organizations with 
this task, including the high-payoff target list and the attack 
guidance matrix. Organizations must recognize that in large-
scale combat operations, factors beyond legal considerations 
may restrict their ability to engage a target—for example, 
controlled supply rates and the risk of the enemy developing 
countermeasures for their targeting assets.5 These concepts 
are generally understood but must be emphasized when 
planning and developing attack guidance matrices and during 
targeting decisions.

The Field Artillery Perspective. In a developing operational 
environment, the approach to fire support differs from the 
approach used in the COIN environment. Large-scale com-
bat operations present challenges that a COIN-experienced 
force must adapt to meet. Fortunately, the tools to succeed 
are already available.

In a large-scale combat environment, will there be a single 
source targeting solution? The speed of warfare, combined 
with the massing of forces, requires the layering and synchro-
nization of multidomain effects, not only to defeat enemy 
protection but also to present overwhelming dilemmas for 
the enemy commander. Effective targeting will include lay-
ering lethal effects and integrating electromagnetic warfare, 
cyberspace, and space-based assets and capabilities. This 
requires battle staff to understand and integrate joint capa-
bilities that were not used extensively in COIN operations. 
Additionally, successful multidomain integration requires 
close coordination and interoperability with the joint force 
and foreign partners. Detailed planning, shared intelligence, 
and synchronized execution (maximizing effects to achieve 
overmatch while preserving capability) are key to success.

In an underdeveloped operational environment, however, 
mission command may be challenging as commanders will 
not enjoy the same level of situational awareness that was 
normal in the COIN environment. The lack of air superiority 
and the enemy’s ability to detect signal emissions may limit 
a commander’s ability to receive continuous communication 
and real-time updates. Coordination and synchronization 
become progressively more challenging when communi-
cation is limited, GPS is denied, and electromagnetic and 
cyberspace warfare proliferate over vast geographical ar-
eas. Protection against collection and cyberspace access, as 

well as a disciplined communications plan, are essential for 
survivability. Commanders must become comfortable with 
providing guidance and then allowing subordinate units to 
execute their missions with limited oversight, as they will be 
forced to assume more risk with less situational awareness of 
their subordinate elements. Operators of delivery systems, 
such as cannon and rocket artillery, as well as air assets, must 
understand their targets and utilize speed and flexibility to 
achieve survivability and mass fires on the enemy.

Units must adjust to the complex nature of large-scale 
combat operations. Understanding capabilities, integrating 
available assets, and robust planning will help commanders 
manage risk effectively. Additionally, utilizing resources avail-
able throughout the joint force will empower initiative and 
creativity in challenging environments.

The Intelligence Perspective. In underdeveloped operational 
environments lacking all-domain superiority and with limited 
communications infrastructure, intelligence operations face 
unique challenges from an often sparse population, rugged 
terrain, cultural complexities, and limited infrastructure. 
Nevertheless, intelligence operations can be conducted ef-
fectively in underdeveloped operational environments using 
traditional methods adapted to local conditions and by le-
veraging available resources.

Human intelligence becomes a primary method of intelli-
gence collection because of a lack of advanced technological 
resources. Collectors build relationships with local communi-
ties, tribal leaders, and informants to gather information on 
enemy activities, regional dynamics, and potential threats. 
This often involves conducting covert meetings, cultivating 
sources, and developing trust within the community.

Intelligence operations in underdeveloped operational en-
vironments prioritize cultural understanding and sensitivity. 
Collectors must navigate complex social structures, tribal af-
filiations, and ethnic tensions to gather accurate information 
and avoid misunderstandings that could escalate tensions or 
lead to conflicts. Cultural experts and linguists often embed 
with intelligence teams to facilitate communication and in-
terpretation of intelligence. This requires flexibility and ad-
aptation to local conditions. Collectors frequently employ 
unconventional methods, such as blending in with the local 
population, utilizing indigenous assets, or employing indig-
enous tracking and survival skills. This adaptive approach 
allows intelligence teams to gather information effectively 
while minimizing their footprint and avoiding detection by 
adversaries.

Given the rugged terrain and limited infrastructure, small-
unit reconnaissance becomes essential for gathering tactical 
intelligence. Specialized reconnaissance teams conduct pa-
trols, set up observation posts, and execute reconnaissance 
missions to gather firsthand information on enemy move-
ments, terrain features, and potential threats.
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In situations where advanced technology is unavailable, 
intelligence operations must rely on basic communication 
equipment, such as radios or encrypted messaging systems 
to maintain effective communication. Satellite imagery and 
drones may still be used where available, but their use is of-
ten limited by terrain and logistical constraints.

Intelligence operations in underdeveloped operational en-
vironments often involve collaboration with local security 
forces, militias, or rebel groups. By partnering with indigenous 
forces, intelligence operators gain access to local knowledge, 
resources, and networks, enhancing their understanding of 
the operational environment and increasing their effective-
ness in gathering intelligence.

The Legal Perspective. During large-scale combat operations, 
commanders at all levels will likely assume a higher level of 
risk in their decision making, especially when targeting. The 
Department of Defense Law of War Manual notes that deci-
sion makers must view the battlespace through the “fog of 
war,” which renders information both limited and unreliable. 
“The uncertainty of information in war results from the cha-
otic nature of combat and from the opposing sides’ efforts 
to deceive one another, which generally is not prohibited by 
the law of war.”6 Because the targeting process depends on 
the information and intelligence available to the staff, an un-
derdeveloped operational environment lacking asset supe-
riority and established technology will create challenges for 
obtaining intelligence reports used in the targeting process. 
The quantity, fidelity, and timeliness of these reports directly 
affect the LOAC analysis and determination. Nevertheless, to 
conform to the law of war, commanders’ decisions must be 
guided by certain principles.

Military Necessity. This principle recognizes the commander’s 
need to defeat the enemy quickly and efficiently, justifying 
all measures taken toward that end, as long as the actions 
do not violate the laws of war.7 Effective large-scale combat 
operations require rapid decision making; however, there 
is considerable risk to decision making during the targeting 
process when speed is combined with a limited availability of 
information and intelligence. Commanders must understand 
that they will only be judged on the information they had at 
the time of their actions, and whether their decisions were 
objectively reasonable given the facts and circumstances 
at that time. This concept is commonly referred to as the 
Rendulic Rule.8

Distinction. The principle of distinction requires that “parties 
to a conflict shall at all times distinguish between the civil-
ian population and combatants and between civilian objects 
and military objectives and accordingly shall direct their op-
erations only against military objectives.”9 This task may be 
difficult in a large-scale combat environment due to limited 
sensors and intelligence and communications assets. Those 

who plan or decide upon an attack are required to “do every-
thing feasible to verify that the objectives to be attacked are 
neither civilians nor civilian objects and are not subject to 
special protection but are military objectives.”10 The key term 
here is feasible; what is or is not feasible is clearly situation 
dependent. In an underdeveloped operational environment 
with a rapidly shifting landscape, the feasibility of attaining 
redundant targeting information differs significantly from 
that of gathering information in a developed operational 
environment with multiple ISR assets available to provide 
information on a potential target.

Proportionality. The principle of proportionality directs com-
manders to “refrain from attacks in which the expected loss of 
civilian life, injury to civilians, and damage to civilian objects 
incidental to the attack would be excessive in relation to the 
concrete and direct military advantage expected to be gained;” 
along with the duty to take feasible precautions to limit col-
lateral damage.11 Furthermore, “the commander’s decisions 
on proportionality must be reasonable. . . . The commander 
must be able to explain the expected military importance of 
the target and why the anticipated civilian collateral injury 
or damage is not expected to be excessive.”12 However, the 
Department of Defense Law of War Manual notes that defer-
ence should be granted to commanders during assessments 
regarding whether they have complied with the principle of 
proportionality, and any judgment of compliance with legal 
requirements must be based on the information available to 
the commander at the time.13

Humanity. The principle of humanity in the Law of War prohib-
its using methods of warfare that cause unnecessary suffering 
or superfluous injury.14 This refers to harm that goes beyond 
what is necessary to disable a combatant. This concept often 
involves the means and methods used to achieve desired 
effects. Commanders should understand that, regardless of 
military necessity, suffering inflicted may be considered un-
necessary if it is deemed inhuman or barbaric by constructs 
outlined in International Humanitarian Law (e.g., the Hague 
Conventions).

Evaluating and determining compliance with the LOAC is 
complicated, and it can involve a significant assumption of 
risk. During large-scale combat operations, decision makers 
in the targeting process will be required to act with limited 
information on an accelerated timeline. Personnel involved 
in the decision-making process should do what is feasible, 
make good-faith decisions, be prepared to explain their rea-
soning if prompted, and remember that their actions will be 
evaluated based only on information that was visible through 
the fog of war.

Conclusion
Targeting operations vary significantly between developed 

and underdeveloped operational environments because of 
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differences in infrastructure, technology, and the nature 
of conflicts. In developed operational environments, such 
as modern urban environments or advanced industrialized 
nations, operations benefit from robust communication 
networks, sophisticated surveillance systems, and access 
to comprehensive databases. The intelligence warfighting 
function is integral to the targeting process. In developed 
operational environments, military intelligence relies heavily 
on advanced technology, including satellite imagery, drones, 
electronic surveillance, and cyberspace operations. These 
resources provide real-time data, enabling commanders 
to monitor enemy movements, assess threats, and make 
informed decisions quickly. Additionally, developed opera-
tional environments often have well-established intelligence 
agencies with experienced personnel trained in sophisticated 
analysis techniques. 

In contrast, underdeveloped operational environments, 
such as remote or rural regions, offer significant challenges 
to targeting operations. A lack of advanced technological 
resources often means decision makers must rely on more 
traditional intelligence-gathering methods associated with 
targeting, such as human intelligence and signals intelligence. 
In these environments, intelligence gathering often relies on 
leveraging available assets to gather information on enemy 
activities, while tempering expectations due to the conditions 
associated with large-scale combat operations.

While targeting operations share common principles across 
all operational environments and conflict types, the varying 
conditions and challenges between developed and under-
developed environments necessitate adaptable strategies 
and approaches for gathering, analyzing, and utilizing avail-
able intelligence effectively in support of the targeting pro-
cess. For a profession tasked with fighting and winning our 
Nation’s wars, the reality of making rapid decisions based 
on limited information in large-scale combat operations is 
both risky and necessary. Consider, though, this comparison: 
the medical profession pledges to prescribe only beneficial 
treatments, according to their abilities and judgment, and to 
refrain from causing harm or hurt.15 However, each year in 
the United States alone, 251,000 people are lost to medical 
malpractice.16 These deaths are the collateral consequences 
of lifesaving medical treatment that many patients often need 
and a risk that most patients willingly absorb. Perhaps our 
expectations regarding the reality of warfare and large-scale 
combat operations have been skewed in the nearly 80 years 
since our world experienced such a global conflict.17
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Decision making in the context of national security occurs 
amidst uncertainty, ambiguous information, time and resource 
constraints, and other dynamics that create an admixture of 
variables, which, combined, impose immense pressure on 
those with decision-making authority. Navigating the com-
plex factors involved in resolving an evolving and potentially 
escalating crisis demands a careful balance of short- and long-
term strategies to counter a competitor with clear malicious 
intentions. Furthermore, it is essential to assess whether 
existing policy approaches have failed, which could prompt 
the difficult consideration of armed conflict to secure a more 
advantageous security posture. These challenges profoundly 
test the limits of human cognition. Decision makers employ 
a combination of the advice provided by subordinates, the 
counsel given by seasoned experts, and their own intuition 
to guide their thought processes to seek optimal solutions to 
issues under consideration. Complicating this is the require-
ment to contend with multiple time-constrained, rapidly 
evolving scenarios, which are emblematic of today’s national 
security landscape.

To cope with these challenges inherent to guiding national 
security outcomes, artificial intelligence (AI) could serve as 
an ideal adjunct to the decision-making process. Specifically, 
AI could augment and overcome the limitations of human 
cognition in three ways: first, by providing real-time decision 
support through the timely analysis of the myriad data points 
that feed such decisions, second, through the simulation and 
modeling of scenarios to present alternative perspectives and 
outcomes or to anticipate responses, and, third, to combat 
the negative implications associated with cognitive biases. 
Accordingly, in examining AI’s role in enhancing decision 
support, it is worthwhile to understand the impact of this 
emerging technology.

The Limits of the Mind
Before explaining the utility of AI support to national secu-

rity decision making, it is important to understand how the 
human mind processes data and its associated limitations. 
The interaction of biological, psychological, environmental, 
and social factors affects how humans perceive, process, and 
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respond to information. The influence of each of these fac-
tors varies, corresponding to an additional set of variables, 
including time, age, attention, and memory limitations. 
Understanding the totality of human cognition is beyond 
the scope of this article; however, it is valuable to note that 
despite the impressive ability of humans to intake and ana-
lyze data, the human mind remains a fallible tool, impacted 
by cognitive biases, challenges associated with processing 
information, and the ever-present emotional influences that 
skew rationality and lead to impulsive decisions.

“Cognitive biases are mental errors caused by our sim-
plified information processing strategies.”1 Simply stated, 
cognitive biases are mental shortcuts or patterns that lead 
to errors in reasoning or judgment. A common example of 
a cognitive bias is confirmation bias, which involves seeking 
information that supports a pre-existing idea or belief. For 
example, a stark instance of confirmation bias that negatively 
affected national security decision making occurred before 
the 1941 Japanese attack on Pearl Harbor. Decision makers 
in the United States believed Japan was more likely to attack 
targets in the Southwest Pacific to secure natural resources.2 
As a result, the United States downplayed evidence that Japan 
was planning a surprise attack on Hawaii as the information 
did not conform to expectations. Historical vignettes like this 
illustrate the importance of thinking critically and questioning 
established assumptions. Failure to do so in the context of de-
fense and national security could yield deadly consequences.

Mental models or biases are dangerous for a variety of 
reasons: they can distort the understanding of a situation 
by altering how individuals process information, undermine 
objective decision making, prompt faulty assessments and 
thus increase risks, and, perhaps most applicable to national 
security decision making, compound errors through the un-
intentional rejection of relevant data or through the misjudg-
ment of an actor’s ability to influence a situation. There are 
many approaches to mitigating the impacts of cognitive biases, 
such as using critical thinking frameworks, employing deci-
sion-making tools, and implementing technology solutions. 
Most importantly, awareness, recognition, and contending 
with cognitive biases are crucial to effective decision mak-
ing, particularly in the high-stakes realm of national security.

Information Processing
Humans process data through a combination of sensory, 

cognitive, perceptual, attention, and other mental frame-
works that directly shape cognition and decision making.3 
Understanding how humans process information serves to 
identify the strengths and limitations of cognition, which 
contributes to more effective and positive decision-making 
outcomes. Every second, sensory inputs bombard the hu-
man mind with environmental stimuli. Fundamentally, the 
brain categorizes these stimuli into relevant and irrelevant 

data or, simply, information required for safety and survival 
and that which is not necessary. Unnecessary information 
is discarded. The mind then encodes and stores important 
information in short-term or long-term memory for recogni-
tion or retrieval.4 This information is then used for process-
ing and decision making. Through this interconnected cycle, 
humans receive, optimize, and process information based on 
the unique circumstances encountered.

Though highly sophisticated, human information process-
ing is not without drawbacks. First, humans have a limited 
working memory capacity, which can result in information 
overload when contending with complexity.5 Second, com-
pared to the processing speed of information technology 
systems, human cognition is relatively sluggish, which can 
slow the overall decision-making process. Finally, human 
cognitive performance declines with fatigue, which can im-
pair decision making.

The role and impact of emotions in decision making are 
multifaceted. Emotions have the propensity to shape hu-
man choices, either positively or detrimentally. Optimism 
and confidence grounded in objectivity and realism can en-
courage creative thought and the exploration of alternative 
approaches to a problem. At the same time, impulsivity and 
irrationality can prompt a decision maker to myopically focus 
on a singular outcome that does not seek an optimal reso-
lution. Since they are often made rapidly, emotional deci-
sions may not conform to long-term goals.6 This condition 
of emotional decision making illustrates the importance of 
understanding the psychology of one’s decision making to 
make more rational and informed choices.

Artificial Intelligence as an Aid
The recent rapid advances in AI technology will likely offer 

significant potential to aid national security decision making. 
Fully overcoming the limitations of human cognition is not a 
feasible prospect; however, implementing measures to mit-
igate some of the negative impact is reasonable and neces-
sary, particularly in the fast-paced arena of national security, 
where an incorrect or off-base decision can have cascading 
effects. Given this importance, it is imperative to employ 
structured frameworks to overcome the impact of cognitive 
biases, to consider and attempt to regulate one’s emotional 
state before proposing a decision that could yield significant 
consequences, and to understand the limitations of human 
information processing. AI can complement these practices 
by enhancing data analysis, by modeling realistic scenarios 
that gauge responses to security challenges, and by moder-
ating the influence of cognitive biases and human emotions 
through the provision of data-driven and objective analysis.

The requirements to balance competing interests, mitigate 
risks, and contend with continuously developing and evolv-
ing crises are just some characteristics of national security 
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decision making. For each of these concerns, decision mak-
ers encounter an overwhelming volume of data from many 
sources, including intelligence and diplomatic reports, social 
media, imagery, and advice from subordinates and colleagues. 
Ideally, the information provided to a decision maker results 
from a structured, orderly process involving multiple layers of 
quality assurance and review to ensure timely and responsive 
delivery. However, the dynamics of the global security environ-
ment and the need to contend with information from multiple 
sources generate interpretation and analytical challenges for 
the decision maker. AI is an ideal means to provide structured 
analysis to enable data-intensive national security decision 
making. AI’s capability to synthesize multiple data points and 
identify patterns in large data sets is an effective means of 
data analysis to determine threat indications. Additionally, 
AI’s rapid or real-time data processing capability can specify 
the primary catalyst of an issue, making deliberations more 
efficient for decision makers.

AI is most notable for its computational and data analyt-
ics capabilities. However, it also offers unique modeling and 
simulation functions that can help national security decision 
makers overcome ambiguity and complexity to make informed 
and effective decisions. Using historical data, AI could quickly 
create vignettes based on user input to determine the most 
favorable response to a given scenario. For instance, an AI 
algorithm trained on game theory could explore interactions 
between peer adversaries competing just below the threshold 
of armed conflict, or in a situation where responses are not 
always scripted or anticipated. In cases where pre-planned 
responses exist, AI could test the viability and the feasibility 
of interactions and adapt them to new circumstances and 
facts on the ground while simultaneously determining their 
success potential. Moreover, given the complexity of the 
global security environment, conflicts involving only two ac-
tors are rare; decision makers must consider multiple eco-
nomic, diplomatic, and military interdependencies among 
numerous actors. An AI-powered modeling and simulation 
capability could aid in exploring the implications of these 
various factors and their ramifications for each actor. These 
capabilities represent just a sampling of the potential mod-
eling and simulation prospects of AI.7 Other potential mod-
eling and simulation uses could include support to military 
operations through the evaluation and testing of operational 
plans, the development of real-time visualizations to depict 
and represent ongoing events and crises, and depictions that 
explore actions in multiple domains.

Perhaps AI’s most integral function is its potential to mitigate 
the deleterious impact of cognitive biases and thus improve 
human decision making. The human mind is prone to unin-
tentional errors and subjectivity and tends to favor precon-
ceived ideas that support an individual’s beliefs. Overcoming 

these issues, particularly in a time-constrained decision-mak-
ing cycle, is not just challenging but close to impossible. The 
Prussian military philosopher Carl von Clausewitz spoke of 
the coup d’œil, or the “inward eye” that enables a battlefield 
commander to see “a truth that the mind would ordinarily 
miss or would perceive only after long study and reflection.”8 
It is difficult to challenge Clausewitz’s assertion that successful 
military commanders possess an intrinsic genius that allows 
them to make quick yet informed decisions, which could 
potentially alter the outcome of a battle. However, our un-
derstanding of human cognition has advanced considerably 
since his time and has not fully reinforced the natural coup 
d’œil; instead, it has revealed the contradictory mechanisms 
that subconsciously skew human perception and understand-
ing of the environment. A deeper understanding of human 
thought necessitates implementing measures to overcome 
the problems posed by cognitive biases and mental models.

AI can aid in tempering these issues by invoking increased 
impartiality and the rigor necessary to counteract the impact 
of such biases. Through a data-driven approach, AI can offer 
objective, emotionally disconnected recommendations that 
correspond to recognized norms and practices. When appro-
priately trained, AI could employ structured analytical tech-
niques such as red-teaming, analysis of competing hypotheses, 
alternative futures analysis, and other approaches to provide 
a decision maker with unbiased decision recommendations, 
validated by stringent data analysis and analytical method-
ologies.9 It is important to note a potentially significant fault 
with AI, however: the risk that training data used to develop 
the AI algorithm could contain information already flawed by 
bias, inaccuracies, or falsehoods. Despite AI’s data analysis 
advantages, decision makers should, therefore, be measured 
and cautious about incorporating such data until a means is 
in place to extricate any pre-existing bias.

Conclusion
The advances in artificial intelligence offer a unique capa-

bility to manage the challenges inherent to national security 
decision making. With its ability to handle vast amounts of 
data, AI is a tool that can integrate information from multiple 
sources into digestible and easily comprehensible visualiza-
tions at a rate that far surpasses human analysts. AI modeling 
and simulation offer a rapid means to assess and forecast the 
impacts of national security decisions, which could identify 
possible unintended outcomes. Perhaps most importantly, 
AI can serve as a vital tool to mitigate the consequences of 
cognitive biases. AI can process data systematically and free 
from the biases introduced by human cognition. This tech-
nology offers a means to moderate the impact of emotionally 
charged decision making by providing objectively synthesized 
information, free from human emotional influence.
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Given the advantages of leveraging AI in national security 
decision making, we must address the inevitable question: 
Does the automated analysis of current or potential events 
and crises render human judgment unnecessary? Though 
human cognition cannot compete with the data processing 
power of AI systems, the need for human judgment in na-
tional security decision making remains fundamentally un-
altered.10 AI is unlikely to develop or exhibit the creativity or 
ingenuity intrinsic to the human mind, especially when con-
tending with highly complex and delicate national security 
issues. At the same time, however, humans cannot contend 
with the influx of multiple data flows and will exhibit cogni-
tive fatigue over time. Individually, AI and humans are both 
fallible; however, integrating decision making between man 
and machine allows for the distillation of data into easily dis-
cernible components while preserving the originality and vi-
sion that would enable human decision makers to think more 
effectively and thus to produce significantly more accurate 
national security decisions.
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MI Is Out Front in Army Transformation
by Major General John D. Thomas, Jr.
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Editor’s Note: In continuation of the histor-
ical retrospective that began with our 50th 
Anniversary Commemorative Compilation, every 
quarter, the Military Intelligence Professional 
Bulletin will highlight an article from the past 
that is still relevant today. This article first ap-
peared in the October–December 2000 issue. 

This special issue of the Military 
Intelligence Professional Bulletin (MIPB) 
focuses on transformation. The Chief 
of Staff of the Army identified transfor-
mation as a crucial aspect of his vision. 
This Army transformation by design will 
make the Army a full spectrum, stra-
tegically relevant force. The Military 
Intelligence Corps plays a key role in 
Army Transformation. The basis for many 
of the initiatives that will move the Army 
to the objective force is an assump-
tion of improved situational awareness, 
which includes an accurate and timely 
understanding of opponents, neutrals, 
weather, and terrain. Achievement of 
this increased level of situational aware-
ness rests, in large measure, on our 
ability to deliver refined intelligence 
products across the force. This is an 
exciting time to be intelligence profes-
sionals and promises to move our Corps 

into an even closer membership in the 
combined arms team.

We often think of transformation 
as focusing on equipment. Although 
equipment is important, it is the hu-
man dimension—our soldiers and ci-
vilians—that will transform the Army. 
Transformation is a new way of doing 
our business, not simply a “tweaking” of 
our Cold War organizations, but rather 
a fundamental examination of what the 
MI Corps must accomplish as part of 
the combined arms team. In this issue 
of MIPB, we will discuss many aspects 
of transformation, but I would first like 
to set the stage.

Enabling and Integrated 
Intelligence

The MI Corps has primarily focused on 
providing “enabling” intelligence, which 
dealt mainly with the disposition and 
intention of opponent formations. This 
intelligence is essential for conducting 
the military decisionmaking process and 
critical to a commander disposing and 
committing his formations. It is primarily 
a planning-focused activity. Once direct 

combat operation began within the “Red 
zone,” there was little direct intelligence 
contribution. Weapons system capabili-
ties often provided the basis for mission 
effectiveness and stand off. 

With changes in the operational envi-
ronment, especially the proliferation of 
sophisticated weapons systems and the 
requirement to deploy forces quickly 
over long distances, we must change 
the mission effectiveness equation. 
Intelligence, surveillance, and recon-
naissance (ISR) must become part of 
the overmatch ratio. ISR together with 
mobility, lethality, and survivability must 
be what guarantees overmatch during 
the close fight on the 21st century bat-
tlefield. In addition to “enabling” intel-
ligence, we must provide “integrated” 
intelligence—that intelligence which is 
closely linked to the tactical operator 
engaged in the “Red zone” fight. These 
intelligence capabilities must be a part 
of the ongoing combat operation, not 
just support planning of the operation. 
Some examples of this approach are—

	Ê Integrated human intelligence 
(HUMINT) soldiers in the 
Reconnaissance, Surveillance, 
and Target Acquisition (RSTA) 
Squadrons of the Initial Brigade 
Combat Teams (IBCTs).

	Ê Provision of enemy situational 
awareness information directly 
to combat platforms by the Force 
XXI Battle Command Brigade and 
Below (FBCB2) system.

	Ê Integration of unmanned aerial 
vehicles (UAVs) with manned 
Army Aviation helicopters.

Force Structure
The force structure of the MI Corps 

must support our mission. We need in-
creased analysis, HUMINT, and imagery 
capabilities within our tactical organiza-
tion. Additionally, we need to improve 
our ability to focus and integrate the 
myriad ISR capabilities available to a 
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commander. These assets include a wide 
range of capabilities operated across the 
battlefield by both MI organizations and 
other battlefield functional areas such 
as Army Aviation, Special Operations 
Forces, Field Artillery, Chemical Corps, 
Engineers, and many others. This inte-
gration role has long been the function 
of the intelligence officer but in many 
cases, neither the personnel nor the 
equipment were available to accomplish 
the mission. The varied nature of the 
future battlefield makes this integration 
mandatory.

The Reserve Component’s MI force 
structure—for the U.S. Army Reserve 
(USAR) and the U.S. Army National Guard 
(ARNG)—must also transform. Crucial 
initiatives include the organization of ad-
ditional, fully capable, divisional MI bat-
talions in the ARNG and more effective 
support organizations in the USAR. The 
superb performance of ARNG and USAR 
soldiers in recent operations and contin-
gencies underscores both the value of 
these professionals and the importance 
of proper structure and integration.

Equipment and Personnel
There is an equipment aspect to trans-

formation. First, our equipment must 
get to the fight. All equipment must 
be C-130-transportable. We must in-
tegrate functions of various pieces of 
equipment to reduce tactical operations 
center (TOC) footprint and deployabil-
ity issues. MI must develop and field 
sensors specifically aimed at the urban 
environment. Our automation systems—
the All-Source Analysis System (ASAS) 
and the Army Battle Command System 
(ABCS)—must be able to share a com-
mon picture with all echelons and the 
joint and national intelligence commu-
nity. They must also provide tools across 
the operational spectrum from stability 
and support operations, through small-
scale contingencies, to high-intensity 
operations.

The key to successful transformation 
remains our soldiers and civilians. We 
must continue to develop their basic 
intelligence skills of analysis, collection, 
and integration. None of these initiatives 
in any way reduces the requirement for 
first-class individual intelligence skills 
capable of operating in the digital en-
vironment of the information age. Our 
military occupational specialty (MOS) 
structure needs critical examination to 
ensure it provides the commander with 
the expertise and flexibility to operate 
in the 21st century and also assures re-
warding career opportunities for our sol-
diers. Strong leadership by our officers, 
noncommissioned officers, and civilians 
will be required during this period of 
unprecedented change.

Conclusion
Our organizations, equipment, doc-

trine, and training will change, but 
the result will be the provision of im-
proved intelligence as part of the com-
bined-arms team. It is important that 
we all understand the mission and en-
vironment of today’s Army and move 
out to continue our tradition as the best 
intelligence service in the world.U.
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ALWAYS OUT FRONT!
Major General John D. Thomas, Jr., enlisted 
in the U.S. Army in 1968. He received his 
commission following graduation as a 
Distinguished Graduate from the Field Artillery 
Officer Candidate School and his initial positions 
were in the 7th and 2d Infantry Divisions and 
command of an AIT (advanced individual 
training) company. His past intelligence and 
electronic warfare assignments included 
Field Station Augsburg; the Combined 
Forces Command and U.S. Forces–Korea; the 

Department of the Army Staff; Deputy Chief 
for Intelligence, Special Technical Operations 
Division, J3, Joint Staff; and Associate Deputy 
Director for Operations (Military Support) 
at the National Security Agency (NSA) and 
Deputy Chief, Central Security Service (CSS). 
MG Thomas has served in many command 
positions including C Company (Guardrail), 
15th MI Battalion (Aerial Exploitation (AE)), 
504th MI Brigade; 3d MI Battalion (AE), 501st 
MI Brigade; 11th MI Brigade (Training); U.S. 
Army Intelligence and Security Command 

(INSCOM); and the U.S. Army Intelligence 
Center and Fort Huachuca. He became the 
fifth Chief of the MI Corps in June 1998. He is 
a graduate of the Armed Forces Staff College 
and the National War College . MG Thomas is 
a Master Army Aviator rated in both fixed-wing 
and rotary aircraft and is a fixed-wing instructor 
pilot. He earned a Bachelor of Arts degree in 
History from Wilkes College in Wilkes-Barre, 
Pennsylvania, and a Master of Arts degree in 
International Relations from the University of 
Southern California. 
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Introduction
Division G‑2’s must evolve to maintain survivability during 
large scale combat operations. Command post (CP) surviv-
ability is a critical aspect of military operations during large-
scale combat; however, the traditional CP configuration, 
with electronic emitters, dozens of generators and vehicles, 
and extensive support requirements, is easily targeted and 
destroyed by an ever-expanding array of threat sensors and 
shooters. The 2023 Military Review article, “The Graveyard 
of Command Posts,” addresses the vulnerability of traditional 
CPs.1 Near-term solutions for more survivable CPs require an 
assessment of tactics, techniques, and procedures (TTPs) fo-
cused on survivability using existing equipment. To increase 
survivability, division intelligence elements must operate in 
the rear and increase the mobility of forward elements. At 
the same time, the intelligence warfighting function must 
consider security requirements when planning distributed 
operations.

Division intelligence staff require access to sensitive compart-
mented information (SCI) to conduct operations and inform 
the commander’s decision making. SCI is classified information 
concerning or derived from intelligence sources, methods, or 
analytical processes, which must be managed within formal 
access control systems established by the Director of National 
Intelligence.2 SCI may only be processed in a secure, enclosed 
area designed for processing and handling SCI, known as a 
sensitive compartmented information facility (SCIF).
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Introduction
Division G‑2’s must evolve to maintain survivability during 
large scale combat operations. Command post (CP) surviv-
ability is a critical aspect of military operations during large-
scale combat; however, the traditional CP configuration, 
with electronic emitters, dozens of generators and vehicles, 
and extensive support requirements, is easily targeted and 
destroyed by an ever-expanding array of threat sensors and 
shooters. The 2023 Military Review article, “The Graveyard 
of Command Posts,” addresses the vulnerability of traditional 
CPs.1 Near-term solutions for more survivable CPs require an 
assessment of tactics, techniques, and procedures (TTPs) fo-
cused on survivability using existing equipment. To increase 
survivability, division intelligence elements must operate in 
the rear and increase the mobility of forward elements. At 
the same time, the intelligence warfighting function must 
consider security requirements when planning distributed 
operations.

Division intelligence staff require access to sensitive compart-
mented information (SCI) to conduct operations and inform 
the commander’s decision making. SCI is classified information 
concerning or derived from intelligence sources, methods, or 
analytical processes, which must be managed within formal 
access control systems established by the Director of National 
Intelligence.2 SCI may only be processed in a secure, enclosed 
area designed for processing and handling SCI, known as a 
sensitive compartmented information facility (SCIF).

While deployed to the U.S. Central Command area of respon-
sibility, the 34th Infantry Division fielded the Integrated Tactical 
Network (ITN) as part of the Army 2030 and Transformation 
in Contact initiatives. Concurrently, the 34th Infantry Division 
was tasked with conducting distributed CP operations to pro-
vide feedback to the Army on CP survivability. The goal was 
for the division to train on the new ITN equipment, conduct 
a CP survivability assessment using the ITN equipment, and 
support mission requirements for Operation Spartan Shield 
while distributed. To accommodate this requirement, the 34th 
Infantry Division G‑2 used a distributed mobile temporary 
SCIF, or T-SCIF, capable of all-source intelligence operations.

Lessons Learned for the Intelligence Community
The 34th Infantry Division G‑2 incorporated five principles 

of near-term CP survivability drawn from the March 2023 U.S. 
Combined Arms Center white paper, Near-Term Command 
Post Survivability,3 into the planning process, which culmi-
nated in a successful command post exercise in August 2024. 
(The article addresses integrating the five principles in a later 
section.) The G‑2’s experience with distributed SCIF oper-
ations and the ITN equipment offers valuable insights and 
lessons into near-term CP survivability and ways ahead for 
the intelligence warfighting function when conducting dis-
tributed operations.

The special security officer is integral to distributed command 
post intelligence operations. The special security officer (SSO) 
is responsible for overseeing the physical and technical secu-
rity measures that protect SCI. In a distributed environment 
where intelligence activities are conducted across multiple 
locations, the SSO must ensure security measures are applied 
consistently and effectively across all locations. This may in-
volve working with other SSOs, special security representatives 
(SSRs), and security managers. Accreditation documentation 
for SCIFs must be completed by an SSO who should be an E-7 

or above and appointed by the senior intelligence officer.4 SSRs 
are physically located at distributed sites, where they assist 
with implementing the SCI Security Program and managing 
SCIF operations under the direction of the SSO. SSRs can be 
E-5s and above and are appointed by the senior intelligence 
officer.5 The SSO and SSRs must have in-depth knowledge of 
both Army Regulation 380-28, Army Sensitive Compartmented 
Information Security Program, and Intelligence Community 
Directive 705, Sensitive Compartmented Information Facilities, 
before conducting distributed operations.6

SCIFs must be mobile in large-scale combat environments. 
A fixed SCIF does not offer the mobility necessary for survival 
in large-scale combat operations. A T-SCIF is the ideal type of 
facility for distributed intelligence operations.

T-SCIFs are used . . . for a limited time where physical security 
construction standards associated with permanent facilities are 
not possible. They may include hardened structures (buildings and 
bunkers for example, truck-mounted or towed military shelters, 
tents, prefabricated modular trailers or buildings, and areas used 
on aircraft and surface and subsurface vessels).7

Flexibility, adaptability, and mobility are necessary for CP 
survivability. The 34th Infantry Division G‑2 found that using 
an M1087A1 Expandable Van in conjunction with military in-
telligence (MI) systems provided the best mobility and met 
the most operational requirements for large-scale combat 
operations. An expandable van offers a large workspace that 
can accommodate up to 10 Soldiers at one time alongside the 
necessary MI systems. This provided the division G‑2 with a 
tactical mobile CP that enabled all the intelligence functions 
to operate within a single controlled space.

Utilizing an expandable van as a mobile T-SCIF also offers 
several security advantages because this type of mobile T-SCIF 
conforms better to SCIF regulations than an existing perma-
nent building in a combat operations environment. Intelligence 

34th Infantry Division’s temporary sensitive compartmented informa-
tion facility while conducting dispersed operations in the U.S. Central 
Command area of responsibility. (U.S. Army Photo by SPC Tyler 
Becker)
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Community Directive 705 states that any proposed T-SCIF 
structure previously occupied by a non-U.S. element must 
undergo a technical surveillance countermeasures (TSCM) 
inspection to prevent or detect the interception of sensitive 
or classified information. Therefore, any permanent type hard-
ened structure in a deployment area would require a TSCM 
inspection.8 However, division headquarters do not have the 
organic capability to conduct a sweep for surveillance de-
vices, and coordinating a TSCM inspection is time-consuming 
and not feasible during large-scale combat operations. The 
Accrediting Official can avoid the risk posed by surveillance 
threats during large-scale combat if units use this mobile T-SCIF 
concept. Other security benefits include acoustic protection 
for a classified discussion area and an easily controlled sin-
gle point of access to prevent surreptitious or forced entry. 
The mobile T-SCIF offers demonstrable benefits; however, 
division G‑2s are not organically equipped with expandable 
vans. This is a capability gap that the Army should consider. 
Division intelligence must be allocated expandable vans or 
similar vehicles or find an alternative means of making a mo-
bile T-SCIF when planning for large-scale combat operations.

Establishing a T-SCIF takes extensive planning and prepa-
ration and requires multiple steps. Establishing a T-SCIF is 
a complex undertaking vital for maintaining secure commu-
nications and intelligence operations, particularly in rapidly 
evolving environments. While established procedures exist, 
practical experience reveals critical nuances in successful T-SCIF 
deployment and sustained operation. This section covers 
key areas such as site selection, security protocols, person-
nel management, and accreditation. This analysis provides 
valuable insights for personnel responsible for establishing 
and maintaining secure intelligence capabilities in dynamic 
operational environments.

Site Selection. The location should be secure, free of counter-
surveillance threats, and have adequate space for intelligence 
equipment and personnel. The SSO, SSRs, and military intel-
ligence systems maintainers should utilize pre-deployment 
site surveys whenever possible to ensure the site is protected 
against surreptitious or forced entry.

Design and Construction. T-SCIFs have strict construction 
and security requirements, including establishing layers of 
physical security, access control, and manning requirements.

Equipment and Manning. Conduct pre-combat checks and 
inspections on vehicles and equipment, including work-
stations and MI systems. Mobile T-SCIFs contain sensitive 
equipment but are not equipped with an intrusion detection 
system. Therefore, they require adequate manning by SCI-
indoctrinated personnel to accommodate 24-hour operations 
in a large-scale combat environment.

Personnel Security. All personnel must meet clearance re-
quirements. The SSO or SSR should post a security clearance 

access roster at the single, controlled entrance for access 
control and verification of personnel.

Training. All T-SCIF personnel must train in proper handling 
of SCI information and sensitive equipment; they must also 
be grounded in T-SCIF procedures, including rehearsals of the 
standard operating procedures and emergency action plan.

Accreditation. The accreditation process involves a thorough 
review of the facility’s physical and technical security mea-
sures, as well as its personnel, policies, and procedures. While 
the Accrediting Official determines what documentation is 
necessary for accreditation, it is the SSO who creates those 
documents with assistance as needed from SSRs.

Post Accreditation. Once the Accrediting Official approves the 
T-SCIF, the SSO or SSRs handle providing updates relating to 
the current locations and status of T-SCIFs under their control 
as directed by the combatant command SSO.9

Intelligence systems maintainers are instrumental in enabling 
distributed CP intelligence operations. Network access re-
quests, communications security requests, and network test-
ing of MI systems are complex, often unpredictable processes 
and should be factored into planning well before a division 
conducts distributed operations. MI systems maintainers are 
essential to these processes.

Establish competencies in convoy operations and plan for 
the wear and tear of intelligence equipment. While the 
mobile nature of the T-SCIF offered undeniable advantages, 
it also presented some unanticipated challenges. For exam-
ple, when conducting dispersed operations, the expandable 
van’s environmental control unit (ECU) could not compensate 
for both the outside temperature and the communication 
equipment’s interior heat generation. To combat this, the 
34th Infantry Division G‑2 shaded the ECU with camouflage 
netting and used a water sprayer to cool the unit to prevent 
it from overheating. 

Intelligence equipment in permanent structures, like those 
used during counterinsurgency operations, rarely moved and 
thus did not require regular recalibration. However, because 
of the jarring and vibration resulting from displacing the 34th 
Infantry Division G-2 T-SCIF, the equipment often required re-
calibration. Going forward, the Army may need to re-examine 
the design of intelligence equipment for better durability in 
mobile operations.

Establish clear classification guidance for the Integrated 
Tactical Network. The ITN is comprised of radios operating 
on the tactical scalable mobile ad-hoc networking waveform, 
which allows them to work in secret and sensitive but unclas-
sified-encrypted (SBU–E) enclaves. These radios provide line-
of-sight voice, data, and near real time friendly force position, 
location, and identification (PLI). Any equipment providing 
near real time PLI in the U.S. Central Command (CENTCOM) 
area of responsibility should be classified at the secret level, 
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depending on the mission; however, CENTCOM’s classifica-
tion guidance did not address SBU–E equipment, and there 
was no clear guidance on individual PLI data. CENTCOM is 
working with both the Joint Staff and Army Program Executive 
Office to address this emerging technology, but end-user 
organizations must continue to push for updated guidance.

Integrating Near-Term Survivability Principles10

The evolving threat landscape demands a re-evaluation of 
traditional CP security measures. Modern adversaries pos-
sess increasingly sophisticated capabilities to detect, target, 
and disrupt command and control nodes. Consequently, 
near-term survivability principles—encompassing dispersion, 
sub-surface cover and concealment considerations, signal 
management, and nodal movement—are paramount. This 
section explores the practical application of these principles, 
drawing on recent intelligence operations observations and 
offering recommendations for bolstering CP resilience in a 
contested environment.
Rearward functional echelonment. Most intelligence capa-
bilities will remain in the rear. Divisions must assess the allo-
cation of MI forces among distributed CPs in the large-scale 
combat environment.
Dispersion. The distributed CP concept requires dispersion 
of the division staff elements. Nodes must be broken down 
into sub-nodes, or “micro CPs,” each with two mobile T-SCIFs 
providing top secret capability not only for intelligence per-
sonnel, but also for other division staff elements such as the 
G-31 (Training, Readiness, and Exercise Division) space and 
cyberspace electromagnetic activities personnel. Two mobile 
T-SCIFs provide redundancy to support intelligence operations 
in the event of a micro CP loss. The dispersed operations 
conducted by the 34th Infantry Division G‑2 had two vehicles 
within its pod, mitigating the possibility of visual detection 
and targeting by indirect fire.

Sub-surface cover and concealment. We previously addressed 
the security risk of using permanent-type hardened structures 
in a large-scale combat environment. This includes sub-sur-
face structures. While these structures can certainly provide 
cover and concealment for a T-SCIF, they nevertheless pose 
a surveillance security risk for SCIF operations and limit the 
CP’s mobility. Additional planning is necessary to ensure the 
site is suitable for T-SCIF emplacement and MI system connec-
tivity. Using hardened or sub-surface structures will require 
expanded TTPs to ensure intelligence elements have the flex-
ibility, adaptability, and mobility necessary for CP survival.

Signal management. MI systems have a pronounced, identi-
fiable signature, making them easier to target. Additionally, 
while ITN radios do not have distinct signatures when oper-
ating en masse, using them enhances the electromagnetic 
signature. The 34th Infantry Division G‑2 attempted to gather 
baseline readings of electromagnetic activity and bandwidth 
usage for dispersed MI systems; however, the request did not 
have a high enough priority to receive collection. Use of MI 
systems in distributed operations nevertheless requires addi-
tional analysis to determine how they can “swim” within the 
electromagnetic spectrum, especially in austere environments.

Nodal movement. The 34th Infantry Division G‑2 designed its 
mobile T-SCIF to pack up and jump to a new location within 
24 hours, mitigating the risk of accurate, targetable detection 
by threats. By using two distributed mobile T-SCIFs, the divi-
sion G‑2 could alternate survivability bounds to ensure that at 
least one forward intelligence element is always operational.

Operation Spartan Chain
During Operation Spartan Chain, the 34th Infantry Division’s 

mission command deployment within the larger Operation 
Spartan Shield contingency operation, the G-2 established 
a T-SCIF with connectivity to secret and top secret enclaves 

The 34th Infantry Division expandable van temporary sensitive com-
partmented information facility environmental control unit. (U.S. Army 
Photo by SPC Tyler Becker)
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within two hours. The G-2 can minimize set-up time further 
with the refinement of standard operating procedures and 
processes. The available space inside the expandable van al-
lowed for one Geospatial Intelligence (GEOINT) Workstation, 
one GEOINT plotter, one Intelligence Fusion Server, and 10 
classified network workstations with access to multiple web 
applications (e.g., AIDP, MAVEN, Chatsurfer). This allowed 10 
intelligence Soldiers to operate inside the expandable van’s 
T-SCIF at one time, representing all intelligence functions.

Recommendations Going Forward
To ensure robust intelligence support across a distributed 

command structure, a deliberate approach to node organi-
zation and communication is essential. These recommen-
dations outline critical steps for division G-2s to optimize 
intelligence functions at each node, enhance cross-func-
tional collaboration, and mitigate vulnerabilities inherent in 
dispersed operations.

Intelligence liaison officers at each node. Division G‑2s should 
have a liaison officer with the command group and other 
distributed nodes. Working in a distributed environment iso-
lates division staff sections from each other; however, staff 
collaboration within nodes is vital. For example, the field 
artillery intelligence officer needs to have a presence in the 
intelligence node to ensure an effective targeting process. 
Placing intelligence liaisons across nodes would ensure that 
updates to the common intelligence picture occur across all 
distributed CPs.

Cross-functional collaboration. When considering distrib-
uted nodes, division G-2s must consider how they allocate 
personnel by intelligence function to create the best situa-
tional understanding at each G‑2 pod. Additionally, to syn-
chronize with division efforts and facilitate cross-functional 
collaboration with the wider division staff, the placement of 

G‑2 pods and systems within the division “starfish” must be 
a consideration in relation to the large-scale combat opera-
tional environment.

Approved collaboration peripherals. Collaboration periph-
erals are the tools that enable communication in distributed 
environments. SCIF collaboration peripherals must meet 
Department of Defense and Defense Intelligence Agency re-
quirements as well as Intelligence Community Directive 705 
specifications. The Accrediting Official must then approve 
their use. Division intelligence elements must ensure that 
adequate organic, approved collaboration peripherals are 
available at all distributed nodes.

Minimized electromagnetic footprint. MI systems, such as 
the TROJAN intelligence network system, have pronounced, 
identifiable signatures that make them easier to target. The 
intelligence warfighting function must allocate resources to 
determine how its systems can swim undetected within the 
electromagnetic spectrum. Until this is possible, division 
G‑2s should consider holding distributed T-SCIFs in the rear 
for survivability.

Conclusion
Lessons and best practices from the 34th Infantry Division 

G‑2’s experience with distributed SCIF operations and ITN 
equipment highlight the importance of several key factors for 
ensuring CP survivability during large-scale combat operations. 
Involvement of the SSO and SSRs is crucial when planning, 
emplacing, and managing distributed SCIFs. Utilizing mobile 
T-SCIFs, particularly in vehicles such as expandable vans, offer 
a more flexible and adaptable solution than fixed or hard-
ened SCIFs, while also conforming better to security regula-
tions. Establishing a T-SCIF requires extensive planning and 
preparation, including site selection, design and construction, 
equipment and manning, personnel security, and training. 

Interior space of 34th Infantry Division’s expandable van temporary 
sensitive compartmented information facility, displaying an Intelligence 
Fusion Server, Geospatial Intelligence plotter, and workstations. (U.S. 
Army Photo by SPC Tyler Becker)
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Additionally, T-SCIF operations require significant accredita-
tion documentation. Staff should include military intelligence 
systems maintainers, who play a vital role in facilitating net-
work access requests, communications security requests, 
and network testing of MI systems. In addition to these MI 
functions, dispersed operations compel the development of 
competencies in convoy operations and consideration of the 
wear and tear on intelligence equipment. Currently, there 
is not clear classification guidance for the ITN; this must be 
remedied to ensure effective communication and security.

The integration of near-term survivability principles, such 
as rearward functional echelonment, dispersion, signal man-
agement, and nodal movement, is crucial to ensuring CP 
survivability. The 34th Infantry Division G‑2’s experience 
with Operation Spartan Chain demonstrated the feasibility 
of establishing a T-SCIF and connectivity within a short time-
frame. By applying these lessons and best practices, the in-
telligence warfighting function can operate more effectively 
and securely in a distributed environment during large-scale 
combat operations.
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Introduction
Over the past 15 years, the 35M military occupational spe-
cialty (MOS), Human Intelligence (HUMINT) Collector, has fo-
cused on three functions: intelligence interrogation, military 
source operations (now known as defense human activities), 
and debriefings. In 2024, a critical task site selection board 
updated the HUMINT collector critical task list to focus on 
interrogations and screenings, tasks most often associated 
with large-scale combat operations. This represents a signif-
icant shift from the HUMINT collector operations conducted 
over the past decade, and going forward, HUMINT collectors 
will primarily support the large-scale combat operations of 
maneuver commanders. To balance this shift in priorities, 
source operations will be severely curtailed for most HUMINT 
collectors. This presents an opportunity for 35M Soldiers to 
master the skills of interrogation and debriefing without the 
requirement to be top-level experts in a wide variety of other 
functions. This objective can be achieved by improving the 
assignment process, crafting new career development mod-
els, and reevaluating mission focus areas.

Opportunities and Challenges
The decision to refocus HUMINT collectors toward interro-

gation substantiates the need to specialize. This is most ap-
parent within the U.S. Army Forces Command and the Army 
National Guard and Army Reserve, where over 80 percent 

of HUMINT collectors are assigned. Within the intelligence 
community and the Department of Defense, most top prac-
titioners in this specialty dedicate themselves entirely to a 
singular focus, whether source handlers in the various gov-
ernment agencies, debriefers within the Defense Debriefing 
Service, or interrogators within the Joint Special Operations 
Command Intelligence Brigade and the High Value Detainee 
Interrogations Group.

Over the past 20 years, Army HUMINT collectors focused 
broadly on source operations, interrogations, and debriefings, 
leaving them less qualified and with less experience in any 
single area than their intelligence community and Department 
of Defense counterparts. However, with the focus now on 
large-scale combat operations, most Army HUMINT collectors 
can specialize in one area rather than be stretched amongst 
all the functions, thus becoming truly valuable assets to the 
Army and the greater intelligence community.

Retention among initial and mid-term HUMINT collectors 
historically has presented a challenge for the Army. Though 
the rate fluctuates, it is typically under 30 percent, and most 
HUMINT collectors cite the lack of opportunities to perform 
their assigned jobs as their primary reason for leaving Army 
service. Because it costs the Army over $150,000 to train a 
HUMINT collector that attends the Defense Language Institute, 
this disappointing retention rate represents a considerable 
investment loss. Making better use of trained HUMINT col-
lectors and providing them with operational opportunities 
in their first assignment can address this significant concern 
and improve the retention rate.
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A Way Forward
The following paragraphs contain recommendations for 

strengthening the HUMINT collector MOS, resulting in an 
Army HUMINT workforce that will better support the ma-
neuver commander.

Duty Assignments. Refining the 35M MOS must begin with 
Advanced Individual Training (AIT). Course performance 
must be tied to a Soldier’s potential first duty station to pro-
vide meaningful opportunities for practice and refinement 
of their specialty; this will require coordination with Human 
Resources Command and the Office of the Chief of Military 
Intelligence. Soldiers exhibiting higher-level potential should 
be assigned to units likely to have an active HUMINT collection 
mission, such as a Special Forces Group support battalion, 
U.S. Army Intelligence and Security Command, or a combatant 
command. The halted Quickstart program, which identified 
top performers during AIT and selected them for special fol-
low-on assignments, could be reinstated to support this goal. 
A class order of merit list could be the basis for selection. A 
similar concept currently in use is the Advanced HUMINT 
Management Bridge, which typically provides Soldiers attend-
ing the MOS reclassification course follow-on opportunities 
through deployment or additional training. Sending high-per-
forming 35M graduates to the Defense Strategic Debriefing 
Course is another option. This will further sharpen the foun-
dational skills they acquired at AIT and certify them with the 
N7 (Strategic Debriefer) additional skill identifier, enabling 
them to conduct debriefing operations in specific areas of 
responsibility. Implementing any of these during 35M AIT 
would yield tremendous results for the force.

Force Reduction. Given continuing budgetary constraints, 
implementing these proposed solutions requires reducing 
the number of HUMINT collectors. Army structure changes 
address this issue but have the potential to further refine 
the 35M force structure through additional downsizing. An 
assumption under this model is that every 35M would be-
come more valuable because the loss of manpower would 
be balanced against the increased skills they bring to the 
fight. If there are fewer HUMINT collectors, they must be 
better prepared.

Foreign Language Training. The current HUMINT collector 
language training model does not meet standards to operate 
effectively in large-scale combat operations. A complete dis-
cussion of those standards is beyond the scope of this article; 
for this discussion, we will note simply that the Army must 
revisit the requirement that HUMINT collectors must achieve, 
at minimum, Level 2 (advanced proficiency) in reading and 
listening and Level 1+ (high intermediate) in speaking on the 
Defense Language Proficiency Test. In addition, there will not 
be enough civilian interpreters to meet mission requirements 
in a large-scale combat environment.

Reading. The reading standard should be lowered or elim-
inated. This is especially relevant to document and media 
exploitation (DOMEX), which refers to the process of trans-
lating enemy documents. Historically, this has been a time- 
and resource-intensive process: if there was not a translator 
on site proficient enough in the target language to translate 
enemy documents, physical or digital copies had to be sent 
to the rear to be translated by linguists. Technological ad-
vances have made DOMEX a task that can be performed in-
stantly by virtually any Soldier using a handheld electronic 
translator. Most Soldiers now use encrypted devices in place 
of hard-copy documents, which eliminates much of the need 
for on-the-spot DOMEX. Reducing or eliminating the reading 
requirements would allow HUMINT collectors more oppor-
tunities to master their speaking skills.

Speaking. The real value of the 35M lies in their speaking 
proficiency, and the current standard of Level 1+ (high inter-
mediate proficiency) is simply insufficient to conduct oper-
ations in the target language at a valuable level. A Level 2+ 
(advanced-plus proficiency) and/or a successful Two-Score 
Oral Proficiency Interview (TSOPI) should be the minimum 
acceptable standard for the HUMINT collector. At that level, 
the practitioner will possess the skills necessary both to  
speak and to listen effectively while conducting operations.

Listening. The current listening standard of Level 2 (advanced 
proficiency) for the HUMINT collector is arguably irrelevant, as 
it is more applicable to linguists in the 35P (Signals Intelligence 
Voice Interceptor) MOS, who don’t speak conversationally 
with detainees, but instead listen passively with no speak-
ing required—an entirely different skill set than the listening 
employed while conversing. The listening requirement for 
HUMINT collectors is adequately met through TSOPI, which 
assesses both speaking and listening skills.

One day, technology will likely overtake the need for spe-
cialized foreign language training—but until then, trained 
HUMINT collectors are the solution. Downgrading the read-
ing and listening requirements to the 0+ level (or eliminating 
them) while upgrading the speaking proficiency requirement 
to a Level 2+ (and/or implementing the TSOPI as Army Special 
Operations Forces currently use it) will result in more capa-
ble collectors.

Career Development. The 35M MOS offers Soldiers numerous 
opportunities to attend advanced courses that develop the 
practitioner into a more well-rounded collector. Within the 
career field, the focus should be on a progressive journey-
man-to-master model. To produce a 35M force capable of lead-
ing HUMINT operations, U.S. Army Forces Command’s annual 
training guidance should include the following requirements:

	Ê Defense Strategic Debriefing Course. HUMINT collec-
tors practice skills and gain experience in debriefing. 
HUMINT collection teams (HCTs) should have a min-
imum of one course-trained and certified debriefer.
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	Ê Advanced Operations Course-HUMINT. Equips HUMINT 
leaders with skills to plan, integrate, and manage oper-
ations supporting commanders’ decision making. This 
course teaches members of the HUMINT community 
how to lead and perform at the junior noncommissioned 
officer level in a deployed environment.

	Ê Joint Counterintelligence and HUMINT Analysis and 
Targeting Course. Teaches how to leverage analytical 
processes to support targeting at the tactical, opera-
tional, and strategic levels. This course, along with the 
Advanced Operations Course, is ideal for HUMINT col-
lectors at senior specialist or sergeant levels.

	Ê Joint Senior Interrogator Course. A “train-the-trainer” 
course that increases the operational effectiveness 
of interrogation capabilities and enables students to 
transfer knowledge to their home station. The target 
audience is HUMINT collectors at the staff sergeant 
level. Every HCT should include at least one graduate 
to oversee interrogation operations.

Each of these courses enhances the versatility of Army 
HUMINT collectors and increases the ability of HCTs’ to sup-
port maneuver commanders in developing a comprehensive 
picture of the operational environment.

Conclusion
The 35M MOS is at a crossroads. Recent updates from the 

critical task site selection board have created a unique op-
portunity for the MOS to shift from a generalist model to one 
of specialization and focused excellence. By utilizing techno-
logical advances, HUMINT collectors can become a force 
multiplier to consequential missions across the Army intelli-
gence enterprise. Implementing the outlined recommenda-
tions, in addition to addressing retention concerns, will result 
in more common and effective use of HUMINT collectors. 
Better trained, more focused HUMINT collectors offer com-
manders greater flexibility in operations with fewer resources. 
By refining assignment processes, career development mod-
els, and mission focus, the Army can create a sustainable and 
competent force of HUMINT professionals who, in turn, be-
come masters in their field and significantly contribute to 
HUMINT operations within the intelligence community and 
the Department of Defense.

SSG Joshua Badger currently serves in the S-3 of the Headquarters and 
Headquarters Company, U.S. Army Intelligence Center of Excellence, 
Ft. Huachuca, AZ. His previous assignments include service with the 
504th Expeditionary Military Intelligence Brigade, Special Operations 
Command Central, and U.S. Army Special Operations Command. SSG 
Badger has deployed to Afghanistan and Qatar, conducting tactical 
human intelligence (HUMINT) operations, organizational level 
debriefings, and serving as the Theater Special Operations Command 
J-2X Forward noncommissioned officer in charge. SSG Badger has also 
completed multiple HUMINT Training-Joint Center of Excellence courses.
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The Intelligence Readiness Gap
This vignette highlights a gap between the foundational in-
struction provided in professional military education and 
the continuous application and reinforcement required for 
operational intelligence execution. While professional mili-
tary education effectively establishes a strong and necessary 
doctrinal foundation, sustained proficiency requires deliber-
ate training at echelon. Learning loss resulting from doctrinal 
fundamentals not being reinforced, compounded by force 
structure changes, poor communication, and insufficient col-
lective training, undermines the operational effectiveness of 
battalion and brigade intelligence officers.

This capability gap has profound operational consequences. 
Intelligence officers unable to effectively integrate with com-
mand decision-making processes hinder operational agility, 
contribute to missed opportunities in shaping the battlefield, 
and erode the foundational trust necessary for intelligence 
to inform maneuver at echelon. To bridge this gap, S‑2s must 
assert proactive ownership over their professional develop-
ment, improve communication with their field-grade officers, 
and receive sustained mentorship and oversight from senior 
intelligence leaders.1

Perishable Skills and Structural Challenges
Doctrinal instruction provides officers with the foundational 

knowledge needed to execute the intelligence warfighting 
function tasks, but without sustained and deliberate train-
ing, proficiency erodes rapidly. Intelligence fundamentals 
are a perishable skill set, requiring iterative reinforcement to 
maintain operational effectiveness. However, as operational 
deployments have decreased, administrative and security-re-
lated responsibilities increasingly consume intelligence sec-
tions, diverting focus from core analytic and collection tasks.

Routine garrison requirements such as security programs, 
arms room oversight, and personnel management often dom-
inate intelligence officers’ time, reducing opportunities for 

A Call to Action
The dry Mojave wind clawed at Brent’s face as he stepped away 
from the chaotic scene at the tactical operations center. It was only 
day six at the National Training Center (NTC), and the Stryker bri‑
gade combat team was coming apart. Brent, a seasoned observer 
coach/trainer, had seen bad rotations before, but this was different. 
This wasn’t just friction in a complex training environment. This was 
a collapse. He ducked behind a HMMWV, pulled out his phone, and 
dialed a familiar number.
Miles away in the southern Arizona desert, a phone rang inside the 
instructors’ bullpen office at the Military Intelligence Captains Ca‑
reer Course. Jake, who had taught most of the junior intelligence 
officers in this rotation, answered the call. Brent didn’t waste time. 
He recounted what he’d just seen: intelligence sections completely 
out of synch with brigade operations, no coherent enemy picture, 
collection plans that ignored priority intelligence requirements, and 
commanders making decisions in an information vacuum.
“They knew the enemy was maneuvering,” Brent said, voice tight. 
“They had the right tools, but they were improvising intelligence pro‑
cesses mid-fight, like they were learning their jobs in contact.”
Jake was quiet for a moment. Then: “That’s not a training gap we 
can solve with doctrine. If commanders aren’t listening and S‑2s 
can’t command influence with their analysis, we’ve moved beyond 
technical failure. That’s a trust issue. A failure to prove intelligence 
relevance at the point of decision.”
Brent nodded without speaking as Jake’s words settled in. The im‑
plications were obvious. Without deliberate, structured training and 
rehearsals of the basic warfighting functions before deployment, 
intelligence sections were being asked to perform in combat what 
they’d never actually practiced outside of a classroom.
As Brent gazed out over the all-too-familiar scattering of blinking 
lights in the NTC desert, he knew the upcoming after action review 
wasn’t just about products or collection plans. It was a call to action: 
for junior intelligence officers to own their warfighting function, for 
commanders to reinvest in their S‑2s, and for senior leaders to men‑
tor and enforce standards that prevent collapse before contact—be‑
cause in the next war, there won’t be a phone call. There won’t be a 
reset. There will only be the first fight, whether we are ready for it or 
not, and those blinking lights may be burning Strykers.
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collective training and practical application. While intelligence 
doctrine assigns these responsibilities, they must not come 
at the expense of the intelligence section’s primary mission 
of enabling commanders to understand and shape the oper-
ational environment through timely, accurate intelligence.2

Compounding this issue, changes in force structure further 
challenge the sustainment of intelligence proficiency.3 
The restructuring of intelligence and electronic 
warfare battalions at the division level 
has reduced opportunities for collec-
tive intelligence training and inte-
gration at the brigade and below 
levels without additional coordi-
nation. Previously, the Military 
Intelligence Training Strategy 
enabled cross-training be-
tween brigade and battalion 
intelligence sections, foster-
ing a baseline of competency 
across formations. Without the 
support of dedicated intelli-
gence units, battalion S‑2 sec-
tions must now self-sustain their 
training efforts but often lack the 
resources, expertise, or prioritization 
necessary to do so effectively.

Without intervention, these structural and doc-
trinal gaps will continue to degrade the ability of intelligence 
officers to deliver timely, relevant intelligence to their com-
manders, ultimately reducing the Army’s capacity for effec-
tive decision making at echelon.4

Intelligence Training Misalignment and Proactive 
Solutions

A fundamental misalignment exists between intelligence 
training and unit-level exercises. A pervasive misconception 
suggests that brigade- and battalion-level training events 
should serve as opportunities for intelligence sections to re-
fine their individual skills. However, these exercises are not 
designed for intelligence-specific skills development but are 
instead for intelligence integration into collective training 
objectives.5 Intelligence sections are meant to serve as en-
ablers, providing commanders with the necessary intelligence 
to drive maneuver decision making.

Due, in part, to this misalignment, intelligence officers often 
enter major training exercises underprepared, attempting to 
refine their fundamental analytical, collection, and dissem-
ination skills while simultaneously supporting the broader 
mission.6 This reactive approach leads to suboptimal intelli-
gence outputs, diminishing the commander’s trust in the S‑2 
section’s ability to provide timely, relevant, and actionable 
intelligence.

To correct this deficiency, intelligence officers must secure 
dedicated training opportunities outside of large-scale unit 
exercises to develop their technical competencies in a con-
trolled environment.7 Before integrating into unit training, S‑2 
sections must conduct iterative internal training that focuses 
on intelligence-specific tasks, such as intelligence preparation 
of the operational environment (IPOE), intelligence estimate 

production, targeting synchronization, and collec-
tion management.8 This requires proactive 

engagement with command leadership 
to advocate for the time, resources, 

and prioritization necessary to sus-
tain intelligence readiness.

Without deliberate pre-ex-
ercise preparation, intelli-
gence sections will continue 
to struggle with both technical 
proficiency and operational 
credibility.9 Intelligence offi-
cers must take the initiative 

to align their section’s training 
with both doctrinal requirements 

and unit objectives, ensuring that 
intelligence remains a force mul-

tiplier rather than an afterthought in 
operational planning and execution.

Developing and Sustaining Tactical 
Intelligence Proficiency

Intelligence officers must take immediate ownership of their 
section’s training and development upon arrival at their unit. 
The priority is a comprehensive assessment of the section’s 
competency in executing its core warfighting function tasks, 
as outlined in Field Manual 2-0, Intelligence. These tasks are: 
support to force generation, support to situational under-
standing (specifically IPOE), intelligence support to targeting, 
and information collection.10 Beyond doctrinal understand-
ing, the intelligence section must demonstrate its ability to 
characterize the operational environment to commanders 
effectively, anticipating their information requirements and 
providing them with the situational awareness necessary for 
decision superiority.

To sustain readiness, intelligence officers must integrate 
intelligence-specific training into broader unit training ob-
jectives, ensuring that the section can support operational 
planning rather than functioning in isolation. This requires a 
progressive, structured training plan that starts with building 
fundamental skills, such as IPOE, threat tactics, and targeting 
integration, and continues with advanced application in live 
training environments.

Recognizing that external intelligence support elements like 
the military intelligence company are no longer available, 

“Intelligence 
fundamentals 

are a perishable skill 
set, requiring iterative 

reinforcement to 
maintain operational 

effectiveness.”
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battalion S‑2s must take proactive measures to cultivate 
self-sustaining intelligence training. This includes leverag-
ing reachback resources, such as doctrinal templates, intel-
ligence estimate shells, and case study analyses, to ensure 
standardization and professional development. Over the past 
few years, the Military Intelligence Captains Career Course 
has refined its curriculum to ensure it remains accessible be-
yond graduation. This enables battalion S‑2s to leverage pre-
built training materials, standardized rubrics, and doctrinal 
templates to assess and develop their personnel without the 
need to create operation orders and annexes from scratch. 
These resources facilitate continuity in training and enhance 
the ability of intelligence officers to sustain operational read-
iness at the battalion level.

Strengthening the Communication Link Between 
S‑2s and Commanders

Success in intelligence operations links directly to how well 
intelligence officers communicate training priorities to lead-
ership. Subordinates will always focus on what their leaders 
emphasize, making it critical for field-grade officers, especially 
battalion executive officers and commanders, to prioritize 
intelligence training explicitly. Without clear prioritization, 
competing demands will inevitably overshadow intelligence 
development, leaving S‑2 sections underprepared to sup-
port operations.

Prioritization alone is insufficient. Battalion S‑2s must take 
an active role in engaging their executive officers and com-
manders to ensure understanding, resourcing, and execution 
of training requirements. Without deliberate communica-
tion, intelligence training risks being underfunded, depriori-
tized, or ignored altogether. Headquarters and headquarters 
company commanders often struggle to articulate the staff’s 
training efforts to higher headquarters while protecting allo-
cated training time from competing demands. Frequently, the 
intelligence section is a target for additional duties when it 
does not effectively communicate its training priorities. New 
S‑2s should proactively build a relationship with their head-
quarters and headquarters company commander, using the 
commander’s experience to navigate the training calendar 
for securing dedicated time for intelligence development. 
This level of coordination alone places the S-2 ahead of most 
staff officers in their battalion.

To drive effective training integration, intelligence officers 
must link their section’s training plan to the unit’s mission-es-
sential tasks and operational objectives.11 This alignment 
ensures that intelligence efforts directly support the com-
mander’s ability to make informed decisions. Commanders, 
in turn, must clearly articulate their expectations for intelli-
gence proficiency, ensuring that S‑2 sections are focusing on 
warfighting readiness rather than administrative or non-mis-
sion-essential tasks.

Military Intelligence Captains Career Course Class 25-003 students conduct an 
information collection rehearsal for their instructor at Fort Huachuca, AZ. (U.S. 
Army photo by CPT Joel Hammond)



44 Military Intelligence

Proactive dialogue with commanders and executive officers 
is essential. Intelligence officers must not hesitate to advo-
cate for the necessary training time, resources, and doctrinal 
alignment necessary for success. Well-prepared intelligence 
sections are force multipliers; ensuring their readiness is 
not just the responsibility of the S‑2, but of the unit’s entire 
leadership.

Maximizing Mentorship and Counseling for 
Intelligence Leaders

The brigade combat team S‑2 is not a battalion intelligence 
officer’s direct supervisor, but they are an invaluable re-
source for professional development and training advocacy. 
Intelligence officers should actively engage with their brigade 
S‑2 early in their tenure, leveraging the brigade S‑2’s expertise, 
network, and influence to secure training resources and refine 
intelligence warfighting function priorities. Brigade S‑2s play 
a crucial role in ensuring the intelligence warfighting function 
effectively integrates across the formation. They must pro-
actively communicate to their fellow field-grade officers the 
value of intelligence at echelon, ensuring its value is under-
stood and leveraged appropriately. Competence, reliability, 
and demonstrated operational relevance build credibility 
with the staff—having an advocate who can vouch for the 
intelligence section’s contribution is essential to ensuring its 
place in decision making.

A battalion S‑2 should approach their initial counseling with 
their commander prepared to discuss intelligence priorities, 
training gaps, and expectations for support. This ensures a 
shared understanding of how intelligence integrates into the 
unit’s mission and sets the conditions for success. This dis-
cussion should define commander expectations, intelligence 
priorities, and acceptable risk levels. Intelligence officers must 
communicate their capabilities and shortfalls early to ensure 
alignment with mission needs.

Failing to establish the intelligence warfighting function’s 
credibility early will result in the sidelining of the intelligence 
section and relegating them to administrative tasks rather 
than shaping operational decisions. S‑2s must emphasize 
their role in threat analysis and warfighting tasks. If the S-2 
does not assert their value, they will quickly find themselves 
relegated to arms room inspections and weather slides. This 
is the moment to reinforce that intelligence is a critical en-
abler, not an afterthought. This is your job; do not assume 
your predecessor established this credibility for you. Even if 
they did, you owe your commander proof that you can ensure 
the intelligence section remains relevant and indispensable.

Effective mentorship is critical for navigating the complexi-
ties of the military intelligence officer corps. Officers without 

a mentor should proactively seek one, either within their 
brigade or through structured programs like the Define and 
Design Your Success Mentorship Program at Fort Huachuca.12 
This underutilized program offers valuable frameworks for 
professional growth and intelligence leadership develop-
ment. Whether you are branch detailed or pure military in-
telligence, at the tactical level or with the Intelligence and 
Security Command (operational intelligence), or a combi-
nation of these, others have navigated and excelled in the 
same challenges you now face. If there is one underutilized 
asset in the intelligence profession, it is mentorship. A trusted 
mentor will help you navigate the complexities of your role, 
offering insights that extend beyond the broad recommen-
dations provided here. The challenges may not be as simple 
or as complex as they seem, but the right guidance can make 
them manageable.

Successful intelligence officers take ownership of their de-
velopment by seeking mentorship, asking informed questions, 
and leveraging the experience of seasoned professionals. 
Regular engagement with field-grade officers and more ex-
perienced peers is essential to ensuring readiness for combat 
operations and aligning intelligence efforts with commander 
expectations.

Closing Thoughts: Winning the First Fight
In his 2024 article for the Modern War Institute, Major 

General Curt Taylor, Commanding General of 1st Armored 
Division and Fort Bliss and former Commanding General of the 
National Training Center and Fort Irwin, noted, “The National 
Training Center’s mandate since our founding forty-two years 
ago is to prepare the Army’s combined arms formations to 
win the first battle of the next war.”13 These words encapsu-
late the enduring necessity of readiness—ensuring that from 
day one, intelligence professionals are not just present but 
pivotal in the fight. Intelligence officers must take ownership 
of their training, build credibility with their commanders, and 
integrate seamlessly into operational planning.

History has shown that the first fight is often the most con-
sequential, and those who fail to adapt early pay the highest 
price. Intelligence sections that are unprepared, disjointed, or 
sidelined will not have time to recover in combat. Success is 
determined long before the first round is fired, through train-
ing, mentorship, and proactive engagement with commanders.

The Army cannot afford for its intelligence warfighting 
function to be an afterthought. The responsibility lies with 
every intelligence officer to ensure that when the next war 
comes, the commander is making decisions based on accu-
rate, timely intelligence because in the first fight, there are 
no second chances.
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Introduction
I initially drafted this article in 2019 while serving in Poland 
with the 1st Armored Brigade Combat Team (ABCT), 1st 
Infantry Division. At that time, a good friend was transition-
ing to a brigade combat team (BCT) S-2 position and asked 
me to share any insights and best practices from my experi-
ence as an S-2. I shared with him observations that focused 
on four critical areas for a BCT S-2:

	Ê Intelligence systems, personnel, and architecture.

	Ê Intelligence and fires warfighting functions integration.

	Ê Information collection and the cavalry squadron.

	Ê Role as a coach, teacher, and mentor.

Intelligence Systems, Personnel, and 
Architecture

Serving in a BCT provides a unique experience for military 
intelligence (MI) officers due to the complexity of the equip-
ment used, the military occupational specialty (MOS) diversity, 
and the communication architecture. In 2018 and 2019, 1st 
ABCT was equipped with Portable Multifunction Workstations, 
Geospatial Intelligence Workstations, Intelligence Fusion 
Servers, the Tactical Intelligence Ground Station, the 
Intelligence Processing Center, the Prophet System, and the 
Trojan System. It was manned by human intelligence, signals 
intelligence (SIGINT), geospatial intelligence, all-source intelli-
gence, and intelligence systems integration and maintenance 
warrant officers, noncommissioned officers, and Soldiers. 
Each of these disciplines has its own training challenges, and 
they each have critical missions to accomplish. For me, the 
challenge early on was understanding unfamiliar systems 
that were unique to 1st ABCT.

The first of these systems was the Intelligence Fusion Server, 
which was fielded in a stand-alone version but also functions 
as a component of the Intelligence Processing Center.1 The 
Intelligence Fusion Server connects laptop-style Portable 
Multifunction Workstations to a secure network and provides 
analysts with tools to conduct processing, exploitation, and 
dissemination of intelligence information.2 One challenge for 
the BCT is ensuring that the Intelligence Fusion Server can 
function properly by connecting to a higher echelon’s server 
and communicating with the BCT’s workstations. Having an 
aggressive and innovative team of MOS 35T (MI systems 
maintainer/integrator) noncommissioned officers and Soldiers 
helps ensure the Intelligence Fusion Server is working as de-
signed for the BCT. Additionally, field service representatives 
are available to assist with troubleshooting the system.

The second system I was unfamiliar with was the Prophet 
system. The 1st ABCT had three Prophet systems mounted 
on mine-resistant ambush protected all-terrain vehicles. The 
Prophet is a ground-based tactical SIGINT and electromag-
netic support sensor system.3 Crewmembers who operate 
the sensor are SIGINT voice interceptors and SIGINT ana-
lysts. Our unit’s SIGINT analysis technician helped me with 
navigating the complexities of the brigade’s SIGINT mission 
and equipment. This warrant officer provided the expertise 
and leadership needed to train our Soldiers during National 
Training Center (NTC) rotation 18-10, and he also enabled 
the brigade to complete a critical equipment readiness test 
while supporting Operation Atlantic Resolve.

One of the communication networks the BCT S-2 uses to 
receive and distribute information is the Mission Command 
Network, which consists of two components: the upper tactical 
internet (upper TI) and the lower tactical internet (lower TI). 
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I was familiar with Command Post of the Future and Force 
XXI Battle Command Brigade and Below from earlier assign-
ments, but at 1st ABCT, the terms upper TI and lower TI were 
used extensively. The use of lower TI systems, such as the 
Joint Battle Command Platform and high-frequency radios, 
was very effective and became the primary communication 
method due to their low bandwidth capability.4 Ultimately, 
the S-2 receives, analyzes, and disseminates information to 
enable the destruction of the enemy; therefore, they must 
be familiar with both components of the Army’s mission 
command network.

Intelligence and Fires Integration
A second lesson learned for me was the important relation-

ship between the intelligence and fires warfighting functions. 
Specifically, I learned three things that an S-2 must do to fa-
cilitate the targeting process:

	Ê Know and understand the enemy’s capabilities.

	Ê Determine how the enemy will employ those capabil-
ities in a fight.

	Ê Conduct information collection to locate and later con-
firm that fires has destroyed the enemy’s capabilities 
during conflict.

These actions are a standard part of intelligence preparation 
of the operational environment, but they require more analy-
sis and integration with fires to enable the targeting process.

Any new BCT S-2 must study and understand their adversar-
ies. This requires extensive observation of their equipment, 
doctrine, and tactics. I discerned quickly that the opposing 
force (OPFOR) 1st ABCT faced during NTC rotation 18-10 was 
much different from what I had encountered in my 2007 NTC 
rotation. This OPFOR fought in formations like the Division 
Tactical Group and Brigade Tactical Group. They utilized sys-
tems such as the 1L220 Zoopark-2 counter-artillery radar sys-
tem and the 2S19 Msta-S 152mm self-propelled howitzer, and 
employed either an integrated attack or a dispersed attack.5 
Existing understanding of the systems and tactics used by 
the OPFOR can be lost after years of serving in a broadening 
assignment, so one must prepare and study well in advance 
of subsequent training rotations.

A comprehensive understanding of the enemy’s capabili-
ties includes knowing the maximum range of their weapon 
systems. For example, the OPFOR’s indirect fire system, the 
2S19, has a maximum range of 29 kilometers;6 a crucial fact 
to know when assessing where the enemy is likely to position 
their howitzer batteries on the battlefield. Answering how the 
enemy fights will help determine what weapon systems are 
likely to be present during the counter-reconnaissance phase 
of an operation and in the exploitation force. Information col-
lection will aid in confirming or denying the initial analysis of 
the enemy’s course of action.

Information Collection with the Cavalry 
Squadron

The 1st ABCT commander emphasized the importance of 
using the 1st Squadron, 4th Cavalry Regiment as the primary 
platform for information collection during large-scale combat 
operations. The 1st Squadron, 4th Cavalry Regiment is an all-
weather sensor unit whose mission is to conduct reconnais-
sance and security operations in support of the brigade. The 
unit has three troops and one tank company in its task orga-
nization. The troops are equipped with organic optic capa-
bilities that allow them to see up to 8 kilometers from their 
positions when conducting a screen in unrestricted terrain 
(see figure). The BCT S-2 section, however, relied more on 
overhead sensors to meet information collection require-
ments, rather than using the cavalry squadron, which we 
endeavored to remedy through brigade-to-battalion staff 
training.

The leaders of the 1st Squadron, 4th Cavalry Regiment 
were receptive to conducting training to increase awareness 
of the brigade’s organic collection capabilities. During a bri-
gade-to-battalion staff training event, the executive officer 
provided a capability briefing to several intelligence profes-
sionals covering the squadron’s mission, equipment, and task 
organization as well as lessons learned from NTC rotation 
18-10. Other intelligence professionals provided capability 
briefs to the operations officer and other staff officers on 
the Prophet and Shadow systems, human intelligence, and 
geospatial intelligence. This training event was a first step 
toward improving information collection processes between 
the cavalry squadron and members of the brigade staff and 
MI company. 

Figure. Armored brigade combat team scout platoon in unrestrictive terrain7
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Coach, Teacher, and Mentor
The fourth and final lesson learned relates to the BCT S-2’s 

role as a coach, teacher, and mentor. I had several opportuni-
ties to experience this, the first being when 1st ABCT provided 
observer controller/trainer support to the 2nd Squadron, 
278th Armored Cavalry Regiment’s combined arms live fire 
exercise at Bemowo Piskie Training Area, Poland. This oppor-
tunity allowed me to work directly with a subordinate S-2 
section and apply lessons learned from my experience as a 
battalion and brigade S-2. The undertaking was extremely 
rewarding, and I learned a lot in the process.

Later, I had the opportunity to work with “Hamilton’s Own,” 
1st Battalion, 5th Field Artillery Regiment, 1st Infantry Division 
Artillery during their Table XVIII live fire event in Torun, Poland. 
This experience allowed me to observe how the battalion 
maneuvered their M109A2 Paladin 155mm turreted self-pro-
pelled howitzers during live fire, and it helped me understand 
the challenges faced by their S-2 section. At that time, I was 
augmenting the 1st Infantry Division Artillery, which had 
training and oversight responsibility over the division’s field 
artillery battalions. This was a learning point for me as well, 
and it was gratifying to learn from the division’s artillery com-
mander and his staff during the live fire exercise.

The 1st ABCT Best Intelligence Team competition at 
Zagan, Poland, presented a third opportunity to coach, 
teach, and mentor. This event, named Operation Rescorla 
in honor of the late, retired Colonel Rick Rescorla, 
brought together 65 officers, warrant officers, noncom-
missioned officers, and Soldiers from across the BCT. It 
included MI, aviation, engineering, and fires personnel. 
The competition consisted of a land navigation course, 
a round-robin event for weapon disassembly and as-
sembly, first aid, a knowledge test, radio operation, a 

physical challenge, and vehicle maintenance. The final event 
was a graded intelligence brief during which each team had 
two hours to analyze a scenario. This event recognized the 
best intelligence team of the day, and it improved intelligence 
teamwork across the BCT.

For recent graduates of Command and General Staff College 
or MI officers leaving a broadening assignment, these les-
sons learned will help prepare you to serve as a BCT S-2. 
Understanding the MI systems, personnel, and architecture 
will help you speak the correct language. Integrating with fires 
personnel and using organic capabilities will help you focus 
on how to find and kill the enemy. Embracing your role as a 
coach, teacher, and mentor will enable you to develop oth-
ers and advance your professional career. Seek those oppor-
tunities whenever possible. The BCT S-2 role is challenging, 
yet rewarding, and it will provide valuable insights into your 
development as an MI leader.
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Introduction
Intelligence failure haunts every zone of the battlefield. When 
intelligence failure occurs, targets evade destruction; deci-
sion points fade into the shadows of ambiguity; and enemy 
forces scheme, maneuver, and kill in the darkness. Every in-
telligence officer recognizes the potentially dire consequences 
of intelligence failure and aggressively seeks to prevent it. 
Institutionally, the Army recognized the risks associated 
with intelligence failure and arrayed its intelligence doctrine, 
training, and organizations in a manner to avoid or reduce 
the possibility of failure. The processes and procedures for 
units conducting intelligence operations in the rear area must, 
therefore, be congruent with the magnitude of intelligence 
failure in this critical battle zone area.

Even in ideal conditions, the sustainment framework can be 
extremely fragile. For example, sea states, port facility issues, 
or any of several other circumstantial events can easily dis-
rupt archipelagic sustainment, even absent an enemy threat. 
Factor in an aggressive and determined enemy—perhaps one 
that has prioritized sustainment disruption as a key targeting 
objective—and the conditions for intelligence failure are well 
established. When intelligence failure occurs in the rear area, 
it is most likely to affect the sustainment framework or tar-
gets associated with fires and aviation, which are often the 
primary means of engagement employed by a corps-level for-
mation. Thus, intelligence failure in the rear area can prevent 
sustainment, hamper fires, or remove aviation assets from a 
commander’s employable toolset. The standard intelligence 
processes I Corps previously followed were insufficient to 
address the significance of potential consequences should 
intelligence fail in the rear area.

The Problem
From late 2023 through December 2024, I Corps conducted 

its train-up to Warfighter 25-02. During pre-execution exer-
cises, the G‑2 emphasized improving intelligence support to 
the rear area, with particular emphasis on—

	Ê Finding corps-level intelligence process efficiencies.

	Ê Unifying commanders’ understanding.

	Ê Adjusting the burden placed on small intelligence 
sections.

	Ê Increasing rear area representation in the targeting 
process.

Corps-level intelligence process efficiencies. I Corps had 
numerous units operating independently in the rear area, 
which impacted the intelligence battle rhythm and processes. 
Organically, I Corps has an expeditionary sustainment com-
mand, an engineer brigade, a fires brigade, a combat avia-
tion brigade, a signal brigade, a military police brigade, and 
a military intelligence brigade. These units all operate or are 
headquartered in the corps rear area. The corps operational 
framework calls for a reserve brigade combat team, plus at 
least one maneuver enhancement brigade with additional 
battalion- and brigade-level attachments, to operate in the 
rear area.

Given that multiple brigade-level intelligence sections op-
erated independently, it was common and completely under-
standable for multiple unique assessments of the rear area 
to propagate through several different battle rhythm events. 
Because each of those briefs increased the intelligence syn-
chronization time significantly, and because time was our 
most valued resource, I Corps G-2 must gain something more 
than a redundant assessment.
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This overlap in rear area intelligence also led to a poten-
tially overwhelming number of unique collection requests for 
every air tasking order cycle, placing a significant burden on 
the I Corps collection management team. These were often 
redundant, but due diligence still required the collection man-
agement team to adjudicate each request. This unnecessar-
ily burdened an already small section with additional work.

Commanders’ understanding. Similarly, if there are multiple 
brigade commanders in the rear area with each unit’s intelli-
gence officers and sections operating relatively independently, 
there will likely be multiple interpretations of the rear area 
enemy situation. There are battle rhythm events that syn-
chronize rear area operations, but these are exponentially 
more effective if the participating commanders arrive with 
the same understanding of the enemy situation. Without 
unity of understanding, the likelihood of disunity in effort 
and operations is high or at least higher than it should be.

Small intelligence sections’ workload. Though small, bri-
gade-level sections still have minimum doctrinal requirements:

	Ê Commander’s situational awareness: Advise the func-
tional command commander on the larger battlefield.

	Ê Support to force protection: Provide information and 
intelligence on emerging threats to the mission and 
threats to the force.

I Corps included functional analysis as a standard task for its 
subordinate commands and separate brigades. Organically, 
the Corps G‑2 is composed entirely of intelligence Soldiers 
lacking the inherent knowledge possessed by these subordi-
nate units. For example, the combat engineer brigade is best 
positioned to identify the threat’s critical capabilities and 
vulnerabilities and conduct intelligence preparation of the 
battlefield during counter-mobility operations. The functional 
brigades’ S-2s and subordinate commands’ G-2s can lever-
age those experts to augment their analysis of the opposing 
force. Functional analysis briefs extraordinarily well and pays 
dividends; however, functional analysis will not inherently be 
a priority as each rear area formation rightfully prioritizes the 
commander’s situational awareness and its force protection.

Rear area representation in the targeting process. Like 
functional analysis, there is a burgeoning potential for rear 
area formations to develop nominations for targeting. These 
formations experience enemy operations differently than 
units in the deep and close areas, and they have a unique 
perspective on which systems are disrupting rear area activ-
ities. This insight can and should be represented throughout 
the targeting process.

Formations must reduce the likelihood of intelligence fail-
ure by addressing intelligence synchronization and reducing 
workload on intelligence sections. Intelligence section leaders 

should make a significant effort to ensure unity in the under-
standing of brigade-level commanders. Without commanders’ 
understanding, conditions are ripe for intelligence failure, 
which leads to operational failure. Operational failure in the 
rear area has a cascading effect on all operations.

The Solution
Before Warfighter 25-02, the I Corps G‑2 appointed a senior 

intelligence officer to the rear area to reduce the likelihood 
of intelligence failure. This individual and their team stream-
lined the rear area tenant unit intelligence activities. I Corps 
resourced the G‑2X (human intelligence and counterintelli-
gence operations cell) to the rear area command post, and 
liaison officers for the expeditionary-military intelligence 
brigade were also located in the rear area.

Key to the smooth functioning of this process was buy-in 
from the tenant rear area brigades as well as their regular 
participation in the rear area threat and targeting synchroni-
zation (RATTS) meeting. The RATTS meeting was designed to 
feed the I Corps intelligence synchronization working group, 
sustainment working group, protection working group, and 
targeting working group. Unfortunately, the timing could not 
support all those groups. The result was hours of intelligence 
decay between the RATTS, the sustainment working group, 
and the protection working group. Open lines of communi-
cation were leveraged to mitigate this issue.

Due to an already grueling battle rhythm, the RATTS was very 
direct and simple. Conducted virtually, the meeting consisted 
of an overview by the senior intelligence officer, followed 
by a roundtable in which each unit informally answered the 
question: What is killing you and how? Answers were fed into 
the various working groups, sorted by threat awareness (sent 
to the sustainment working group) and targeting or opera-
tions (sent to the targeting and protection working groups). 
Specific units reported on niche analytic topics such as civilian 
impacts from the civil affairs unit and enemy targeting trend 
analysis by the counter-fire artillery brigade.

I Corps first implemented the RATTS process before 
Warfighter 25-02 during a preparatory command post exer-
cise. The rear area intelligence workload was spread across 
multiple organizations and focused through the RATTS. One 
significant challenge was integrating U.S. Army Reserve for-
mations into the process. Reserve scheduling limitations 
prevented these formations from participating fully in the 
preparatory command post exercise. In future contingency 
operations, it should be expected that many rear area units 
will primarily be reserve formations. Therefore, every effort 
must be made to develop habitual relationships with sup-
porting reserve formations and include them in training and 
exercises.
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During the exercise, the RATTS was conducted daily, and a 
Maven Smart System common intelligence picture dedicated 
to the rear area was produced. It was far from perfect, and 
we made several key observations for improvement and 
optimization.
Lack of a formalized rear area targeting and collection dis-
cussion. The fires officer, dedicated to the rear area by the 
Deputy Commanding General-Protection, was marginally 
isolated from the RATTS. Despite the haggard coordination, 
the rear area targeteer did produce sound analysis linking 
enemy systems to rear area disruptions. Residual collection 
and bonus opportunities covering the rear area were consid-
ered when collection was planned. This process worked, but 
the rear area senior intelligence officer could have certainly 
added more formality and rigor to reduce the strain on the 
collection management and dissemination team and the 
aviation brigade team. In future operations, the I Corps rear 
area senior intelligence officer will include the fires officer in 
the RATTS and incorporate targeting recommendations into 
the I Corps targeting process.

Note: I Corps does not as a standard practice have a Deputy 
Commanding General-Protection; however, during this warfighter 
the Corps benefitted from a U.S. Army Reserve brigadier general 
filling this role.

Task organization of rear area sensors. During the training 
leading up to Warfighter 25-01, I Corps experimented with 
task organizing sensors in the rear area. I Corps tested a mul-
titude of relationships, achieving the best results by splitting 
responsibility between the maneuver enhancement brigade 
and the expeditionary-military intelligence brigade.
Rear area senior intelligence officer. The I Corps G‑2 selected 
the 593rd Corps Sustainment Command G‑2 to be the rear 
area senior intelligence officer. This was the obvious choice 
because the rear area brigades have majors as their S-2s, while 
the corps sustainment command has a lieutenant colonel as 
its G-2. In retrospect, the officer selected should align more 
closely with the protection effort and have ready access to 
the fires and maneuver enterprises. This would also allow 
the corps sustainment command G‑2 to focus more fully on 
intelligence support to sustainment and functional analysis 
of enemy forces sustainment.
Full integration of all rear area elements. Initially, some rear 
area elements were excluded unintentionally, most notably 
the civil affairs battalion. However, in addition to providing 
an overview of civil actions affecting operations, they were 
able to drill down and track specific threat tactics, tech-
niques, and procedures, as well as capabilities of the special 
purpose forces. 

During execution, the G-2’s experiment to improve intel-
ligence support to the rear area accomplished its goal. The 
intelligence process at echelon was optimized for greater 
unity of understanding and reduced workload on rear area 
intelligence sections. By the opposing force commander’s own 

admission, the aggressive and synchronized actions of the rear 
area security elements limited the freedom of movement of 
his special purpose forces. Doctrinally, the special purpose 
forces provides intelligence to the opposing force commander 
along with an option for disruption. By reducing the special 
purpose forces’ freedom of movement, enemy targeting was 
degraded, as was their ability to affect the I Corps long-range 
fires, aviation operations, and sustainment activities.

Recommendation
Corps and divisions should seek means to streamline their 

intelligence processes, and aligning the rear area problem set 
under a single leader is an effective way to gain efficiencies. 
The utility of a rear area senior intelligence officer, however, 
is mainly dependent on how the rear area is addressed: a sin-
gular commander fighting the rear area in the same way they 
fight a division battlespace maximizes the value of the rear 
area senior intelligence officer. A second significant challenge 
for headquarters is staffing a rear area intelligence section. 
Optimally, using a lieutenant colonel without an already as-
signed senior intelligence officer role would be preferable to 
dual-hatting the corps sustainment command G‑2. Within a 
U.S. Army corps, there are some lieutenant colonel options: 
the corps deputy G‑2 and the expeditionary-military intelli-
gence brigade deputy commander.

Habitually, the corps G‑2 will remain focused on the corps 
deep area and support the divisions. Effective targeting in 
the deep area and sustainment to the divisions teeters on 
the razor’s edge of rear area security and functionality. 
Attempting to assign yet another rear area task to the corps 
or division G‑2 analysis and control element will likely result 
in less than adequate support. Dedicating an organization 
and a senior intelligence officer to the rear area will unbur-
den the G‑2 of this responsibility, maximize efficiencies, and 
reduce the likelihood of intelligence failure.
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Editor’s Note: This article contains several terms that not all readers will 
understand. Therefore, we added at the end a small glossary of the terms 
we felt were the most challenging.

Introduction
With every novel technology, exploitable vulnerabilities will 
arise. Adversaries will attempt to undermine integrity and 
further their own agendas through opportunistic exploita-
tions. In the world of artificial intelligence development, one 
potential vulnerability and avenue of subversion is the use 
of adversarial noise against trained, structured data. This ad-
versarial noise, also known as noisy data, has the potential to 
shape future operational readiness postures, or even conflict 
itself, in unprecedented ways. If unleashed against military 
data corpora and associated large language models (LLMs), 
adversarial noise will undoubtedly create dissonant ramifi-
cations in operational spaces. Specifically, these attacks will 
affect servicemembers’ individual and collective narratives, 
sentiments toward organizational trust, and overall cognitive 
security, thus jeopardizing readiness. This article will highlight 
the threat adversarial noise poses to the psycho-cognitive 
states of servicemembers and their organizations through 
malinfluence and manipulation.

Impact on Individual Narrative
While the idea of cognitive operations is relatively novel in 

U.S. military thought circles, threat actors have long targeted 
the cognitive domain.1 The difference between past and future 
tactics is the rapid advancement of technology, particularly 
the propagation of information and communication technolo-
gies and artificial narrow intelligence. According to a research 
team affiliated with Stanford, senior governmental decision 
makers are increasingly using LLMs to devise strategies and 
solutions in both war and policy.2 This logically extends to ser-
vicemembers, who use civilian and military artificial narrow 

intelligence applications for everyday tasks. Despite assur-
ances of security, vulnerabilities exist in the architecture of 
the corpora and models, all of which are exploitable.3

Just as the logical layers of LLMs are vulnerable to informa-
tion attacks, the persona layer of information and communi-
cation technologies, including LLMs, is likewise vulnerable. 
It is important to note that even the construction of LLMs 
can be over-anthropomorphized and over-biased, potentially 
leading to inherent dark patterns. These dark design patterns 
can be emotionally and psychologically misleading to users, 
providing an example of susceptibility to narrative influence 
via prompting (also known as influence warfare). According 
to Dr. Ajit Maan, a defense and security strategist, “narratives 
are about meaning, not necessarily about the truth”.4 In other 
words, a narrative is a meaning-generative mechanism that 
composes individual and collective identity through experi-
ence, information transfer, and the search for knowledge.5

Artificial narrow intelligence now represents a figurative 
fountain of knowledge, as it is practical, mundane, and eas-
ily accessible. Military-specific GPTs (generative pre-trained 
transformers)—such as CamoGPT—are a go-to for informa-
tional needs. LLMs enable the acquisition of this knowledge 
and facilitate the construction of meaning for both civilians 
and military members.6 Reliance on GPTs should be cau-
tioned, however, as recent research from OpenAI, Inc., an 
American artificial intelligence research organization, shows 
a likely developing correlation between users’ socioaffective 
alignments and increased anthropomorphizing of artificial 
narrow intelligence tools, risking the development of an 
artificial dependence on the technologies.7 In other words, 
increased affective use of artificial narrow intelligence tools, 
such as LLMs and GPTs, will influence both emotional and 
psychological states of users.8
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States of data are equally as important as user states of 
being. Corrupting the trained states of artificial narrow in-
telligence algorithms and LLM models with adversarial noise 
can introduce artificial intelligence hallucinations, including 
the dissemination of misleading or malicious information. 
A very similar tactic has been used by a Russian content ag-
gregator affiliated with the News.ru network to target social 
networks in their digital areas of influence.9 If unleashed on 
military data corpora, this can undermine the logical, foun-
dational layers of future operations.10 For example, military 
users may consume output corrupted by artificial intelligence 
hallucinations which will effectually degrade knowledge man-
agement, meaning construction, and core narratives over 
time.11 Furthermore, this process would elicit biases in the 
consumer population of military personnel, triggering skep-
ticism in their host organization or mission. These effects 
will negatively influence members’ narratives and increase 
cognitive dissonance in operations.12

Impact on Organizational Trust
Subjective experience and directive output dictate the 

formation of organizational trust. LLMs can enable the ini-
tial composition of organizational narratives by propagating 
prompted information, ranging from systemic guidance to 
intelligence summaries. Attacking the organization’s knowl-
edge management core (i.e., data corpora and LLMs) could 
delegitimize the authoritative structures (i.e., military leader-
ship) and negatively influence perceptions of and sentiments 
toward the organization (i.e., trust).13 Undoubtedly, this would 
damage the operational climate, which in turn would affect 
servicemembers’ morale.14

Data corpora and LLMs serve as the initial bridge to the in-
dividual and collective belief-trust substrate.15 If adversarial 
noise corrupts an organization’s knowledge core (i.e., data 
corpora, GPTs, and LLMs), the resulting processes would con-
tradict information reflected from the organization’s mission 
narrative.16 This LLM poisoning could trigger disbelief in the 
collective narrative, weakening both individual morale and 
organizational trust. Chatbots could even be used to amplify 
further adversarial noise in the form of malign information 
across information and communication technologies ar-
chitecture, infiltrating social networks frequented by U.S. 
servicemembers.17 The resulting narrative engagement on 
social media would enable adversarial cognitive maneuver, 
exemplifying the use of malinfluence to engage and manipu-
late individual and collective biases for effectual motives and 
resulting in cognitive posturing of a targeted population.18 
Combinations of artificial narrow intelligence data poisoning 
and cognitive maneuver will enable adversaries to destabilize 
trustworthiness in military operations and associated com-
munities using weaponized misinformation.19

Impact on Cognitive Security
Historically, adversaries have manipulated psychological 

states of targeted populations (both military and civilian) 
through information operations and active measures to 
achieve an operational advantage. Now, this focus will ex-
pand to target not only psychological states, but also certain 
cognitive states, primarily learning and perception.20 After 
influencing narratives and eroding organizational trust, ad-
versaries will certainly leverage adversarial noise to engage 
cognitive centers of gravity, notably those centers directly 
tethered to and reinforced by artificial narrow intelligence.21 
They will seek to manipulate and undermine military LLM- 
and artificial narrow intelligence-powered centers of knowl-
edge, thus corrupting the informational engines of thought 
and dialogue.22 Military education institutions and knowledge 
bases will undoubtedly be prime targets in the fight for an 
information advantage.

Refined algorithms could penetrate security layers and inject 
adversarial noise into data corpora used to enrich military ed-
ucation and inform military operations.23 Conjunctively, threat 
actors will leverage botnets to push amplified adversarial 
noise across information and communication technologies 
architecture and to seed malign information (e.g., disinfor-
mation) via social media channels to overwhelm audiences 
cognitively.24 Promotion of mass skepticism in military ed-
ucational systems would result in the creation of cognitive 
dissonance, further delegitimizing authority. The adversary 
thus achieves his goal of internal negation, sowing civil-po-
litical discord amongst military populations via database poi-
soning from within.25 Ultimately, these technological actions 
will subvert and degrade the status of the military’s cognitive 
security at micro- to macro-levels.

Conclusion
The use of adversarial noise to poison data corpora and 

manipulate the cognitive states of military members and or-
ganizations is not simply a hypothetical threat scenario but 
is rooted in actual occurrences. Individual and collective nar-
ratives, organizational trust, and cognitive security postures 
are vulnerable to the effects of artificial narrow intelligence-fa-
cilitated information manipulation and malinfluence. The 
injection of adversarial noise into data architectures and 
models, hallucinations from poisoned data, and increased 
dependency on compromised artificial narrow intelligence 
can result in drastically ordered effects on readiness posture 
at both personal and organizational levels if left unchecked. 
Until more stringent information and cognitive security mea-
sures are emplaced and more effective research practices 
materialize, these vulnerabilities will severely impact opera-
tions on the competition-conflict spectrum across the cog-
nitive domain.

Terms and Definitions
adversarial noise: carefully crafted, often imperceptible disruptions 
or modifications to input data intentionally introduced in adversarial 
attacks to deceive artificial intelligence models.26

artificial intelligence hallucinations: occur when an algorithmic 
system produces incorrect or misleading results, even if it appears 
to be generating coherent, logical outputs.27

artificial narrow intelligence: often called weak artificial intelli‑
gence, this is the current state of artificial intelligence with systems 
designed and trained to perform a specific, narrow task or range of 
tasks.28

belief-trust substrate: psychologically speaking, a substrate refers 
to the biological brain infrastructure that facilitates a particular be‑
havior. There are different substrates for various neurological func‑
tions; therefore, the belief-trust substrate is the physical chunk of 
one’s central nervous system where belief and trust interact and 
reconcile.29

cognitive centers of gravity: the defining focus of a person’s 
thoughts, feelings, and/or behaviors, often a reflection of that per‑
son’s core values.30

cognitive dissonance: the simultaneous existence of conflicting 
beliefs and an individual’s attempts to align them.31

cognitive operations: tactical actions in support of cognitive war‑
fare–the subset of general warfare focused on influencing or dis‑
rupting individuals’ and groups’ cognition, or thinking processes, to 
gain an advantage.32

cognitive maneuver: strategically influencing the perceptions and 
thought processes of an adversary.33

cyberspace layers: cyberspace has three interrelated layers: the 
physical network layer, which is the actual infrastructure that pro‑
vide information technology functionality; the logical network layer, 
which is the logic programming and code that drives functionality; 
and the [cyber-]persona layer which represents the people interact‑
ing in and with cyberspace.34

dark patterns: deceptive user interfaces employed by e-commerce 
to manipulate users’ behavior into making decisions that benefit the 
company but not necessarily the user.35

influence warfare: the use of information, including propaganda 
and disinformation, to influence the perceptions and actions of an 
adversary.36

internal negation: negation simply refers to rejecting something. 
Therefore, psychologically speaking, internal negation is the rejec‑
tion of a thought, feeling or belief, as opposed to external negation, 
which is the rejection of aspects of outside reality or other people.37

socioaffective alignments: the way an artificial intelligence sys‑
tem behaves within the social/psychological ecosystem co-created 
with its user, where preferences and perceptions evolve through 
mutual influence.38
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Introduction
For the past two years, I have had the honor of serving as a 
liaison officer (LNO) from the Republic of Korea (ROK) Army 
Training and Doctrine Command at the U.S. Army Intelligence 
Center of Excellence (USAICoE), which provided me with deep 
professional introspection and reflection. When I first arrived, 
my office was filled with the latest doctrine and training pub-
lications. However, the most significant lesson from my tour 
did not come from those new manuals, but from a faded 
booklet written more than two decades ago, which appar-
ently had been left by one of my predecessors from Korea, 
titled A Study on ROK Military Transformation. As I turned 
the pages out of curiosity, I was astonished. The ideas I had 
long discussed with colleagues about our army’s future, such 
as the nature of future warfare, required technologies, and 
doctrine to be developed, had already been articulated with 
remarkable depth and systematic rigor two decades earlier.

Finding that booklet left me with three powerful, com-
peting feelings. First, a sharp sense of regret  for not having 
sought out this kind of institutional wisdom sooner. Then, 
a deep gratitude for the unknown officer who invested the 
effort to leave behind this intellectual legacy. But most of 
all, I felt a growing concern that such valuable insights could 
remain on a shelf, ignored, for two decades. Above all, the 
experience crystallized a conviction I have long held: military 
publications, especially doctrine, are forged in the fires of 
lived experience, but they only endure when we commit to 
the disciplined work of not just recording what we learn but 
sharing it widely. Without this deliberate culture of preser-
vation, we as an Army risk repeating old arguments, thereby 
missing our best opportunities for growth.

I share this story as both a reflection and a challenge, not 
only to highlight the enduring value of professional writing in 
bridging the gap between doctrine and reality, but to advo-
cate for a culture in which experiences and insights are sys-
tematically recorded, widely shared, and critically debated. 
This ongoing discourse becomes the engine for doctrinal 
renewal, professional development, and, ultimately, the ad-
vancement of the military as a learning organization. I invite 
fellow intelligence professionals to recognize and cultivate 
the hidden assets within their own ranks and experiences, 
ensuring these lessons contribute to our collective growth.

The Gap Between Doctrine and Practice: 
Overcoming Institutional Inertia

Of course, modern armies, including the ROK and U.S. 
Armies, possess excellent formal mechanisms for institutional 
learning, such as the after action review (AAR). However, 
these reviews are often conducted as informal discussions 
primarily capturing broad outcomes at the unit level with-
out standardized formats or thorough documentation. This 
verbal, facilitator-dependent structure means that tactical 

breakthroughs and failures from individual Soldiers or small 
teams frequently remain implicit, unrecorded, and inaccessible 
to others. Even when meaningful lessons are identified, the 
inconsistencies in AAR practices make it difficult to aggregate 
and share specifics across organizations. Powerful insights 
tend to stay siloed within the original unit or event, never 
reaching the wider force where they could drive improve-
ment. In these gaps, tactical wisdom from the front lines is 
easily lost, diminishing the Army’s ability to learn and adapt 
from its own experience. To fully realize the promise of AARs 
and harness frontline innovation, it is essential to overcome 
the limitations of verbal, unit-bound knowledge by making 
deliberate efforts to standardize, document, and share ex-
periential learning beyond its point of origin.1

Despite sustained efforts to align doctrine with operational 
realities, from doctrinal surveys to unit feedback, a persistent 
gap remains between official doctrine and the reality of daily 
practice. This divide is rarely due to lack of will; rather, it 
arises from institutional inertia and deep-seated psycholog-
ical barriers that affect Soldiers everywhere. The relentless 
pace of operations enforces a tyranny of the present—urgent 
tasks take priority, and timely reflection or documentation 
is neglected. By the time feedback is solicited, the sharpest 
lessons are often forgotten.

Further, junior leaders and Soldiers—i.e., those closest to 
ground-level innovation—frequently hesitate to share their 
perspectives, believing their contributions are too minor for 
doctrinal consideration. This expertise gap prevents the most 
practical adaptive tactics from being institutionalized, limiting 
organizational learning.

Bridging this gap demands an intentional culture of profes-
sional writing. Informal, bottom-up knowledge sharing plat-
forms, such as branch journals and writing campaigns, allow 
individual field innovation to circulate widely, inform debate, 
and influence evolving doctrine. Only by dismantling cultural 
and psychological barriers to professional writing will armies 
truly overcome inertia and sustain operational innovation.

The Harding Project: A Solution to Bridge the 
Gap

Efforts to narrow the persistent divide between doctrine 
and operational reality have long recognized the need for 
a more dynamic and inclusive approach to professional dis-
course within the military. To address this need, the U.S. Army  
launched the Harding Project, an initiative designed not only 
to encourage more professional military writing, but also to 
drive a broad transformation in the collection, sharing, and 
use of military experience. It began with a proposal from a 
field officer who saw the untapped value of diverse experi-
ence and sought to build a knowledge culture reaching all 
ranks and specialties.2
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The project is named for Major General Edwin Forrest 
Harding, whose tenure as editor of the Army’s Infantry journal 
sparked a revolution in Army writing, and it draws inspiration 
from the pivotal impact of peer-shared lessons.3 Current senior 
Army leaders, including the Chief of Staff, recall how reading 
branch journals early in their careers enabled them to absorb 
practical insights from across the force. The importance of 
revitalizing these publications was underscored by General 
Randy George at the Association of the United States Army 
(AUSA) Annual Meeting, where he highlighted professional 
discourse as essential to future success.4

To fulfill its mission, the Harding Project pursues systemic 
advancements in several areas:

	Ê Platform Modernization. All branch journals have 
adopted web-first, mobile-optimized designs through 
the Line of Departure portal. This modernization makes 
articles instantly accessible to Soldiers both at home 
and deployed, and recent analytics show readership, 
engagement, and article distribution rose markedly 
after the transition.5

	Ê Archive Accessibility. Journals now feature improved 
metadata and search tools, allowing users to locate 
and cite legacy writings and lessons efficiently. This 
prevents invaluable field knowledge from languishing 
in obscurity and ensures that lessons learned inform 
current decision-making.6

	Ê Expanding Participation and Diversity. Recognizing that 
many Soldiers were unaware of their branch journals or 
didn’t see them as accessible, the Army now incentivizes 
submissions and provides professional development 
for contributors. Furthermore, educational outreach 
is underway to encourage article submissions from 
Soldiers of all ranks.7 This provides an interesting point 
of comparison with the Republic of Korea Army, for ex-
ample, which considers authorship in military-related 
publications as  part of its promotion review process. 

	Ê Professional Editors. Echoing the Harding tradition, 
reinstating the practice of using uniformed personnel 
as editors closes the gap between field realities and 
official publications. Harding Fellows are selected com-
petitively, receive graduate-level journalism training, 
and serve as editors-in-chief for Army journals before 
returning to operational assignments.8

Through these reforms, the Harding Project aims to foster 
a culture in which front-line experiences can shape doctrine 
and shared knowledge, overcoming institutional inertia and 
enabling continual adaptation.

An Ecosystem of Support: From a Commander’s 
Reading List to a Writing Team’s Hand 

For most U.S. Army personnel, the regular publication 
and distribution of professional reading and podcast lists by 
commanding generals and command sergeant majors is so 
ubiquitous that it is perhaps taken for granted, seldom rec-
ognized as the strategic advantage such lists truly provide. As 
an allied officer, however, I found this simple tradition to be 
profoundly impactful. Having immediate access to curated 
recommendations from the Army’s most experienced lead-
ers not only saved time and effort but also provided unique 
and direct insight into the organization’s values, priorities, 
and decision-making logic. This guided learning structure 
enabled me to understand what truly matters to the Army 
and to orient myself more rapidly and meaningfully within 
the institution.

This top-down encouragement is complemented by ro-
bust bottom-up academic and writing support to individ-
ual Soldiers. The official mission statement  of the USAICoE 
Writing Program (UWP) makes this clear: “The UWP aims to 
help USAICoE Soldiers enhance their written communica-
tion skills. While your coursework will help you think like an 
intelligence professional, the mission of the UWP is to help 
you write like one.” Describing themselves as the “grammar 
and writing nerds of Ft. Huachuca,” the team assists with all 
aspects of professional military writing. Aside from providing 
course-specific feedback on Professional Military Education 
assignments, the program also conducts in-person and vir-
tual workshops, offers 1:1 tutoring, assists instructors with 
rubric design, and even provides over 30 writing-related 
courses via Blackboard.

As English is my second language, the UWP was a treasure. 
On one occasion, I was invited to give remarks on behalf of 
the ROK Army at a ceremony in Los Angeles commemorating 
the 72nd anniversary of the Korean War. I wanted to convey 
my deepest gratitude to the veterans, and the UWP metic-
ulously proofread my speech, helping me to ensure that my 
heartfelt message was delivered clearly and effectively. My 
message is this: regardless of your experience with military 
writing, or if English is not your first language, as it isn’t mine, 
the U.S. Army offers a wealth of resources to help. What mat-
ters most is the courage to knock on the door.

The intellectual stimulus offered by leadership and the 
practical support from the writing team combine to form a 
comprehensive ecosystem of support. Importantly, this sup-
port is not limited to the Army’s institutional domain; opera-
tional units also benefit from knowledge-sharing programs, 
peer writing initiatives, and mentoring at the small-unit level. 
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Increasingly, battalions and line units are building their own 
writing cultures through hands-on feedback, leader-driven 
essay assignments, and collaborative workshops, so profes-
sional discourse and improvement are woven directly into 
operational practice.9 Within this ecosystem, Soldiers can 
refine the raw ore of their experience into knowledge. And 
when this knowledge is collected and passed to doctrine 
writers, it is finally forged into the enduring jewel of doctrine.

Conclusion
As I complete my two-year assignment in the United States, 

I have both personal and professional reasons for submitting 
this article on military writing. The inspiration I received from 
the Harding Project, combined with the invaluable support 
of the USAICoE Writing Team, compelled me to share my ex-
perience, not out of obligation, but from a genuine sense of 
gratitude and responsibility. Writing this piece has become 
an internal pledge to ensure that as I return home to lead 
Republic of Korea Army Soldiers , I will foster a culture where 
recording and sharing operational experience is valued as 
much as operational performance itself.

Yet, my message extends beyond a simple expression of 
thanks. From the vantage point of an allied officer, I am con-
vinced that the U.S. Army’s ongoing commitment to profes-
sional discourse, from journal revitalization to grassroots 
writing initiatives, is a strategic advantage that can easily be 
overlooked. Too often, we miss the treasures closest to us. 
My hope is that this article encourages fellow intelligence 
professionals to rediscover hidden assets from their lived 
experience such as stories, lessons, and creative ideas, and 
to participate fully in shaping the profession’s collective 
knowledge.

In the end, the sharpest weapon any military possesses is 
not innovative technologies but the ability to think critically, 
to learn from experience, and to share those insights with 
one another. This is the enduring strength that will prepare 
our forces for the challenges ahead.
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Introduction
The 1st Armored Division recently completed Warfighter 
Exercise (WFX) 25-01. During most division-level exercises, 
the intelligence warfighting function places most of its efforts 
in the deep area to support targeting and priority intelligence 
requirements development. As part of the intelligence pro-
cess, the division G‑2’s employment of an efficient and redun-
dant collection plan directly impacts the division’s ability to 
destroy critical enemy assets and enables the commander’s 
situational understanding of the enemy. The division’s ability 
to shape the deep fight sets conditions for the brigade com-
bat teams to maneuver in the close fight. However, focusing 
on the deep and close areas often leads the division staff to 
overlook the threat in the rear area. Before WFX 25-01, intel-
ligence representatives from the division rear command post 
(RCP), maneuver enhancement brigade (MEB), and division 
sustainment brigade (DSB) developed a concept for ensur-
ing continuous synchronization across all three organizations 
that included establishing regular battle rhythm events, the 
formation of a rear area intelligence cell, and the clear de-
lineation of roles and responsibilities. Upon implementing 
this concept, the rear area intelligence team utilized each 
organization’s organic resources both to provide a holistic 
understanding of the rear area common intelligence picture 
(CIP) and to develop lessons learned for future operations.

Soldiers and leaders participate in a battalion-wide field training exercise fo-
cused on establishing, occupying, and defending a brigade support area, July 
24th, 2023 U.S. Army Fort Carson.

ALWAYS OUT 
FRONT:
INTELLIGENCE 
SUPPORT TO 
THE REAR AREA
by Major Joseph Marchand 
and Captain Tommy Milton



62 Military Intelligence

The Rear Area
Army Doctrine Publication 3-0, Operations, defines rear 

operations as “tactical actions behind major subordinate ma-
neuver forces that facilitate movement, extend operational 
reach, and maintain desired tempo.”1 The rear area is critical 
during large-scale combat operations as it is where most of 
the division’s support is located. Figure 1 is a depiction of an 
operational framework for a corps and its divisions.

Field Manual 4-0, Sustainment Operations, further explains 
that the size of the rear area is based on mission and opera-
tional requirements.2 At the onset of operations, a division’s 
rear area might be similar in size to the deep and close areas, 
but as the brigade combat teams advance forward, the rear 
area grows.3 The size of the rear area creates challenges for 
the division’s MEB, which is responsible for providing secu-
rity, as its limited assets can be stretched thin depending on 
the depth of the rear area and its protection requirements.

Although the division support area is typically the primary 
support system in the rear area, there are also forward arm-
ing and refueling points, bridging assets, air defense systems, 
long-range rockets, and radar systems directly supporting 
both the deep and close fights. Destruction or damage to 
any of these critical assets impacts not only the division’s 
operational reach and tempo but also its ability and flexibil-
ity to allocate protection assets. The greatest threats to the 
rear area come from special operations forces coordinating 
long-range fires and from bypassed enemy formations. These 
elements can disrupt or delay division operations if allowed 
to operate unimpeded in the rear area. To identify and neu-
tralize these threats adequately, the intelligence team must 
develop and maintain a coherent understanding of the threat 
picture in the rear area.

Furthermore, as the protection warfighting function en-
terprise becomes more proficient at eliminating threats, the 

Figure 1. Notional corps deep, close, and rear areas with contiguous divisions4
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intelligence enterprise requires a more detailed understand-
ing of the rear area threat. As protection assets shift from 
an avoidance or deterrence framework toward an eliminate 
model, the intelligence apparatus must scale operations to 
support them. This operational shift requires more focus on 
collection and targeting in the rear area, demanding more 
robust cooperation and synchronization between typically 
disparate intelligence cells. With multiple brigade-sized el-
ements operating in the rear area, the intelligence team is 
challenged to synchronize these units to form a singular CIP.

Creating Shared Understanding
In the rear area, the primary intelligence hub is the Rear 

Command Post (RCP) G-2 which is predominately comprised 
of members from the Division G-2. Supporting this effort are 
the DSB S-2 and the MEB S-2, which also contribute to the 
overall intelligence picture. The intelligence warfighting func-
tion of these three units must be synchronized to create a 

shared understanding of the threat within the rear area. This 
synchronization ensures a coherent execution of the intelli-
gence process, which integrates directly into the operations 
process and enables commanders’ decision making.5

During Command Post Exercise III, the RCP G‑2, MEB S‑2, 
and DSB S‑2 determined that a lack of communication and 
synchronization of the intelligence warfighting function across 
the rear area led to a duplication of efforts. For example, on 
multiple occasions we found ourselves working on similar 
products or submitting the same collection requests. To re-
solve this problem before WFX 25-01, we identified three 
approaches to ensure synchronization of the intelligence 
warfighting function across the rear area: 

	Ê Regular engagements with all rear area S‑2 elements.

	Ê Formation of an intelligence cell within the RCP.

	Ê Clear identification of roles and responsibilities.

Figure 2. Intelligence contribution to information collection6



64 Military Intelligence

Regular engagements. To create shared understanding, rear 
area intelligence elements must establish regular touchpoints 
or battle rhythm events to synchronize assessments, prior-
ities, and taskings. To this end, the RCP G-2, MEB S-2, and 
DSB S-2 met around the RCP map board daily at 1000. This 
battle rhythm event allowed the three organizations to review 
events from the past 24 hours, collaborate on the rear area 
assessment for the next 72 hours, identify collection requests, 
submit requests for information, and delineate taskings. This 
timeframe was ideal because it allowed us to synchronize 
assessments and collection requests prior to daily engage-
ments with the division G-2. Additionally, the RCP G-2, MEB 
S-2, and DSB S-2 held regular informal touchpoints through-
out the day and night to ensure continuity of effort across 
the rear area and to support product development. These 
touchpoints often included other elements operating in the 
rear area, including air defense and engineers.

Intelligence cell. Aside from holding regular touchpoints with 
S‑2s across the rear area, we also formed an RCP intelligence 
cell comprised of personnel from the RCP S-2, MEB S-2, and 
DSB S-2 elements. This improved communication across all 
three organizations and allowed us to synchronize our as-
sessment of the rear area. The following is a breakdown of 
intelligence cell members from each organization:

	Ê RCP: During WFX 25-01, the division G‑2 provided a 
military intelligence company grade officer, a counter-
intelligence technician warrant officer, and an experi-
enced intelligence analyst noncommissioned officer to 
support the RCP. They were augmented by an all-source 
intelligence analyst provided by Texas Army National 
Guard from the main command post—operational de-
tachment. While collaboration across the intelligence 
formations at the RCP increased productivity, each ele-
ment’s command post still required intelligence support. 
For the RCP division staff, the company grade officer 
primarily worked on future operations and developed 
the rear area collection plan to support targeting. The 
main command post-operational detachment all-source 
analyst primarily worked current operations, updating 
the analog CIP and monitoring significant activities, 
while the intelligence analyst noncommissioned officer 
worked the night shift. The inclusion of a representative 
from the G‑2X was also critical as it allowed the rear 
area intelligence cell to pass requests for information 
and source-directed requirements directly to the divi-
sion G‑2X to coordinate collection requirements with 
interrogation teams and counterintelligence teams in 
the field.

	Ê DSB: During WFX 25-01, the DSB S‑2 placed an intel-
ligence analyst noncommissioned officer, as well as 
its entire geospatial engineering team, in the RCP G‑2 

to provide intelligence support and terrain analysis 
directly to the RCP. The DSB also provided a liaison 
officer (LNO) to the home station mission command 
node. While reassigning these capabilities to the RCP 
limited the support and resources the S‑2 team could 
provide the DSB main command post, it directly en-
hanced support to the division, and subsequently, the 
rear area. By developing assessments and identifying 
named areas of interest in the rear area, the intelli-
gence analyst provided direct feedback and support to 
the RCP G‑2. The geospatial team produced over 100 
products throughout the exercise, most critical being 
terrain and route analysis, which assisted the RCP and 
the DSB support operations team in identifying options 
for division support areas, logistical support areas, and 
forward logistics elements. Finally, while providing 
an additional analyst as an LNO initially reduced the 
DSB’s organic intelligence resources, in the long run it 
benefited both the division and DSB immensely. It al-
lowed the DSB and RCP to quickly receive up-to-date 
assessments from the division G‑2 while allowing the 
DSB, RCP, and MEB to collaboratively provide updated 
assessments of the rear area.

	Ê MEB: The MEB provided two intelligence LNOs to the 
home station mission command node. These LNOs 
worked next to the DSB LNO, which allowed them to 
collaborate on the daily rear area assessment product 
and coordinate collection support across the rear area 
to mitigate future threats. While the MEB did not have 
an intelligence representative in the RCP, their S‑3 was 
closely tied in with the intelligence cell, especially when 
developing named areas of interest for enemy activity, 
directly informing the MEB’s organic collection plan 
and the distribution of protection capabilities across 
the rear area.

Roles and responsibilities. Finally, while regular engagements 
and forming the intelligence cell increased communication 
and shared understanding for intelligence personnel across 
the rear area, we also identified specific roles and responsi-
bilities for each organization. Each intelligence element in the 
rear area often has only 1 or 2 personnel, unilaterally limit-
ing the resources it can provide. However, by cross-loading 
tasks and identifying roles across the different entities, the 
rear area can create an intelligence cell capable of answer-
ing priority intelligence requirements, providing situational 
understanding to commanders, and developing a collection 
plan that supports the rear area.

One of the critical capabilities the rear area intelligence cell 
provides is the rear area threat assessment. The division in-
telligence apparatus and other command posts are primarily 
concerned with understanding the enemy in the deep and 
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close areas. The home station mission command node and 
the division main command post relied heavily on the rear 
area assessment provided by the DSB, RCP, and MEB to un-
derstand the threat to friendly assets in the rear area. The 
reliance on these elements allowed the rest of the division to 
stay focused on the deep and close areas without having to 
devote additional resources or time to the division’s rear area.

	Ê RCP G-2 roles and responsibilities. The RCP G‑2’s re-
sponsibilities focused on supporting the RCP staff and 
providing situational understanding of the threat in 
the rear area to the Deputy Commanding General–
Support. Based on these requirements, the RCP must 
stay integrated with the other intelligence elements in 
the rear area to ensure a coherent understanding of 
the threat. For division battle rhythm events, the RCP 
G‑2 primarily attended the protection working group 
and protection decision board. One tool the RCP G‑2 
utilized to better understand the threat in the rear area 
was the development of the enemy high-payoff target 
list. This tool was vital as it forced S‑2 elements in the 
rear area to understand the enemy commander’s de-
cision points and intent. Based on these two criteria, 
the G‑2 team could identify what friendly assets the 
enemy commander believed they needed to target to 
enable mission success. This directly informed the di-
vision’s prioritized protection list and the allocation of 
protection assets across the division.

	Ê DSB S-2 roles and responsibilities. The DSB S‑2 respon-
sibilities focused on providing threat and terrain analy-
sis to main supply routes, alternate supply routes, and 
current and future sustainment areas including division 
support areas, logistical support areas, and forward lo-
gistics elements through the geospatial team. The two 
critical products that the 1st Armored Division DSB pro-
duced daily included the threat route analysis and the 
rear area assessment, in coordination with the RCP and 
MEB teams. The threat route analysis directly informed 
the division transportation office and its designation of 
route statuses across the area of operations. The DSB 
S‑2 also participated in the G‑2/S‑2 synchronization and 
collection working groups, which allowed us to share 
our assessments and synchronize collection requests 
with other units operating in the rear area.

	Ê MEB roles and responsibilities. Within the division 
rear area, an MEB is typically designated with area of 
operations responsibilities. These rear area control re-
sponsibilities include area security, terrain management, 
information collection, integration and synchronization, 
civil affairs operations, civil-military operations, psycho-
logical operations, movement control, mobility support, 
clearance of fires, personnel recovery, airspace control, 

and minimum-essential stability tasks.7 Aside from its 
organic capabilities, the MEB can control collection 
assets. During WFX 25-01, the division provided two 
Terrestrial Layer Systems in a general support role. The 
placement and utilization of these assets were critical 
to identifying enemy special forces locations across the 
rear area, which informed the MEB commander where 
to place his resources.

Lessons Learned
Collectively, we learned much from Command Post Exercise 

III and used those lessons to adjust our approach and enable 
success for WFX 25-01. We recognized that there should have 
been better integration with other units in the rear area. 
Although the RCP, DSB, and MEB S‑2 elements established 
regular touchpoints to share information, most of the en-
gagements with other units operating in the rear area were 
ad hoc, including those with the combat aviation brigade, di-
vision artillery, air defense, and engineer elements. Formally 
integrating these elements would provide a more holistic 
understanding of the threat in the rear area and better syn-
chronize assessments across the division. Additionally, includ-
ing junior intelligence Soldiers in these formal and informal 
touchpoints would support their development, expose them 
to unfamiliar resources and information, and help them un-
derstand the importance of sharing information across the 
intelligence warfighting function.

Conclusion
While the division’s ability to shape the deep fight sets 

conditions for brigade combat teams to maneuver in the 
close fight, the rear area is often overlooked from an enemy 
perspective. The disparate nature of the rear area creates 
a challenge for the intelligence enterprise to synchronize 
assessments and resources to create a single coherent CIP 
for commanders. During WFX 25-01, intelligence elements 
in the 1st Armored Division rear area developed a concept 
of employment that greatly enhanced the understanding of 
the rear area threat both for the intelligence community and 
among the staff. This concept included establishing rear area 
intelligence battle rhythm events, the formation of a rear 
area intelligence cell, and the clear delineation of roles and 
responsibilities. Upon implementing this concept, the rear 
area intelligence team was able to utilize each organization’s 
organic resources to provide a holistic understanding of the 
rear area CIP and develop lessons learned for future opera-
tions. While there is more that can be built upon by future 
units, the 1st Armored Division intelligence team established 
a concept that allowed us to create shared understanding 
across the division intelligence enterprise while enhancing 
situational awareness for commanders at multiple echelons 
and command posts.
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